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1 Terms and Definitions

DPM Dynamic Power Management

AP Access Point

UsSB Universal Serial Bus

UART Universal Asynchronous Receiver-Transmitter
RTC Real Time Clock

WPS Wi-Fi Protected Setup

SSID Service Set Identifier

SDK Software Development Kit

ARP Address Resolution Protocol

2 References

[1] DA16200, Datasheet, Dialog Semiconductor

[2] UM-WI-002, DA16200, SDK Programmer Guide, User Manual, Dialog Semiconductor
[3] UM-WI-023, DA16200, EVK User Manual, Dialog Semiconductor

[4] UM-B-114, DA14531, Devkit Pro Hardware, User Manual, Dialog Semiconductor
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3 DA16600 Module EVK
Figure 1 shows the hardware configuration of the DA16600 Module Evaluation Kit (EVK).

Figure 1: Hardware Configuration

DA16600 EVB has the following components:

1. Main board: DA16600 module (DA16600MOD-AAC) is installed.

DA16600MOD-AAC Wi-Fi & Bluetooth® LE Combo Module.

USB Port: UARTO is for debug, UART1 is for test.

USB Port: to debug, connect directly to DA14531, but do not use this port for normal operation.
JTAG PIN: allows connecting to I-jet (a JTAG debugger from IAR). See Figure 2.

o Pin 7 is keyed with a white plug, so Pin 7 should be removed on EVK

a bk wbn

VTref
GND
GND

1 ee2 | SWDIO / TMS
3 eed | SWCLK / TCK
5 ee65 |SWO/TDO

7 8 |TDI

9 e e 10| NRESET

GND

Figure 2: JTAG Pin Connection

6. RTC Wake up2 key: a switch to wake up the board from Sleep Mode.
7. RTC Power key: a switch to turn On/Off the board.

8. Pin (P2): a jumper to measure current at Wi-Fi part. For normal operation, this pin should be
shorted.

o Pull out the Short Pin cap and connect the jumper wire to measuring equipment

9. Pin (P1): a jumper to measure current at Bluetooth® LE part. For normal operation, this pin
should be shorted.

o Pull out the Short Pin cap and connect the jumper wire to measuring equipment
10. Connector CN4: GPIO test purpose connector.
o Totest GPIO in J2 and J14, connect to LED by this connector.
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11. Switch SW3: a switch to connect directly to DA14531 and use UART to check Bluetooth® LE
performance.

O This switch is set to Off in normal operation
12. Switch SW7: a multipurpose switch.
O This switch is set to Off in normal operation
13. Switch S2: factory reset button using GPIOA7.
o Setto ON at Pin2 of SW7 to use this switch
14. Switch S1: WPS button using GPIOAG.
O Setto ON at Pinl1 of SW7 to use this switch
15. Switch S3: reset button of DA14531 in test mode.
16. Connector J2: GPIO connector.
17. Connector J14: GPIO connector.
18. Switch SW4: a switch to control RF switch in DA16600MOD at test mode.
19. Switch SW5: a switch to check current consumption using power meter Kit.

3.1 Description of Switch
3.1.1 Turn On Case of SW7

[12] GPIO6 [
[12] GPIO_7 Ejj:—L
[1] PO_2/SWCLK [ > !

S WPS 2]
FACTORY_RESET [2]

[11 Po 10/swDi0 [ 3 P 2 FAGIORYRES
[2] DEBUGA [ ——— — ; (] SWDIO hﬁj
[2] DEBUG B [ > 6 = > BDBUSO_TXD IA [24]
[1.2] GPr0 6 [—F3 3 BDBUSL RXD IA [24]

R3 BDBUSO_TXD_IA [2,4]

BDBUSZ RTS# IA H
BDBUS3_CTS#_IA [4

[11 PO 4/GPIO 4[ >——

[1,2] GPIO 8/WLAN ACT[ »——
[1,2] GPIO_9/BT_ACT [—FR2
[1,2] GPIO_9/BT ACT [ > "8
[1,2] GPIO 8/WLAN ACT [ —R

Pin1 : When using the WPS function by GPIOA _6, turn on this pin to connect S1.

Pin2 : When using the Factory reset function using GPIOA_7, turn on this pin to connect S2.
Pin3,4 : When Debugging DA14531 by Keil.

Pin5,6 : When check debug message of DA14531 in example application.

Pin7,8 : When using UART1 of DA16200 by GPIOA_4,5.

3.1.2 Turn On Case of SW3

[1] PO_5/WLAN ACT [ > <] BDBUSO TXD IA

BDBUS1 RXD_IA

e Pinl,2 : When using UARTL1 of DA14531 by PO_5 ( 1-wire UART).
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3.1.3 Turn On Case of SW4

[1,3] VBAT BLE [ >

<] PO_6/BT ACT [1]

SW-TDAD2HOSK1

When manually controlling the internal RF switch of DA16600.

e Pinl: When RF path is connected to DA14531( Bluetooth® LE).
e Pin2 : When RF path is connected to DA16200( Wi-Fi).

3.1.4 Turn On Case of SW5

W_CURRENT_MONITOR [2]

B CURRENT MONITOR [3]

SW-TDAOZ2HOSK1

When measure the current consumption using power meter Kit.

e Pinl: When measure current consumption of DA16200 ( Wi-Fi) which include RF switch.
e Pin2: When measure current consumption of DA14531 ( Bluetooth® LE).
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4  Wi-Fi Provisioning Setup

4.1 DA16600 Connecting the Board

This section describes the installation procedure for the drivers, the configuration of the serial port,
and the steps needed to verify the connection with the PC as well as solutions to problems that may
occur.

On first connection to a host PC running Microsoft Windows, the system detects several devices and
automatically installs all necessary drivers. If drivers are not automatically installed, you can get them
from the following url: http://www.ftdichip.com/Drivers/CDM/CDM21224 Setup.zip.

The Windows driver creates two virtual COM ports. The first COM port (lower humber, COM35 in this
example) provides a UART interface for debugging or firmware download between the PC and the
DA16600. See Figure 3.

% Device Manager - a x
File Action View Help
== T E B@ B kX

~ & sungho-wg-it

i Audic inputs and outputs
35 Batteries
| Biometric devices

v 3 Bluetooth

& SR 24 Bluetooth(R)
[ Computer
s Disk drives
& Display adapters
F# Human Interface Devices
=z IDE ATA/ATAPI contrallers
33 Imaging devices
I Jungo Connectivity

I Memory technology devices
@ Mice and other pointing devices
[ Monitors
57 Network adapters
~ K7 Other devices
§i Unknown device
~ i Ports (COM &LPT)
f USB Serial Port(COM33)
ff USB Serial Port(COM36)

b T Print gueues ‘

Figure 3. Check COM Ports on Device Manager

4.2 Configure the Serial Port for UART

For a Windows Host, the Tera Term utility is used to fully validate the connection to the DA16600
EVK.

Tera Term is a free software terminal emulator (communication program) which supports multiple
communication including Serial port connections. Download Tera Term from https://ttssh2.0sdn.jp.
Run the teraterm-x.yy.exe and follow the installation wizard.

To make sure that the communication between the DA16600 EVK and host PC is properly
established, you need to verify the UART connection between the two nodes. Do the following:
1. Connect the DA16600 EVK to the PC to USB Port via USB cable.

2. Verify that the host identifies two serial ports as shown in Figure 3 — the second is connected to
UART (see Section 4.1).

3. Inthe Windows Start menu, open Tera Term.

4. Inthe Tera Term: New connection dialog, do the following:
a. Select Serial.
b. Selectthe COM Port to use.

c. Click OK.
User Manual Revision 1.2 23-Feb-2022
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5. Select Setup > Serial Port and configure your UART port using the parameters as shown in
Figure 4.

6. Open the Lowest COM port number assigned to the DA16600 EVK.

Figure 3 shows which port number to select in Device Manager in Windows. Make sure that the
UART is configured as shown in Figure 4.

Tera Term: Serial port setup

Port coMss | [Tok ]
Soced

Data: 8 bit ~ Cancel

Parity: none

Stop bits 1 bit v Rzt

Flow control none

Transmit delay

msec/char msec/line

Figure 4: Serial Port Setup

4.3 Setup for Wi-Fi Provisioning Using Bluetooth® LE

DA16600 module may be used in a product like "Wi-Fi door-lock" where Wi-Fi is playing the main
role, and Bluetooth® LE assists with Wi-Fi Provisioning at the product's initial setup (Out-of-Box). A
Bluetooth® LE peer application (for example Android/IOS mobile App) interacts with users to set up
DA16600 device - by giving Wi-Fi Provisioning information (for example Wi-Fi Home router's SSID,
password, server info, and other).

(an®) (0N

‘ : :
. O
® .o

DA16600

Figure 5: Diagram of Provisioning via Bluetooth®LE

To set up Wi-Fi provisioning:

1. Check the prompt [/DA16200] #.
2. Run Provisioning App and follow the steps in Table 1.
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Table 1: Steps for Provisioning via Bluetooth®LE

1. Start App to scan
Bluetooth® LE

2. Select DA16600 to connect
App to DA16600.

3. Press Start AP Scan button
to find AP.

Start BLE scan

Start BLE scan

PROYR_SENSOR
BDEACATO0003

8827 EBCEBET

nsor.1
89,27 EBEBREDY

Start AP scan

Reset the device

Discannect

4. Choose application you want
to connect to.

5. Enter password for the
selected application.

6. Wi-Fi provisioning is
completed.

Start AP scan
Reset the device

Disconnect
NETGEAR_RAXT20_WPAZ WRIKE-
W2
UBIQUITI_AC_LR 100
WPAZ
ASUS_RT-AC1Z00GU 100
WPAZ
NGDAR_MIKE 100
WPAZ

N_NI00-JWNRZ000V2_Wx ALK
WPAZ

ASUS_RT-ACSBU 100
WPAZ

N_N300-JWHNR2000v2_W2_AEE)
WPAZ

IFTIME_N704BCM_SAC 100
WPAZ

Start AP scan

Reset the device

Disconnact

Password: -rme

Connect to UBIQUITI_AC_LR

Start BLE scan
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5 Current Measurement

For detailed information on Sleep mode, see the Low Power Operation Mode section in DA16200
Datasheet [1]. To measure current waveform, connect EVK's current measurement point (P1 and P2)
with the measurement instrument (KEYSIGHT 14585A).

Figure 6 shows a typical test setup environment.

| —p

Laptop connects with DA16600 EVB

Figure 6: Current Test Environment

For more detailed information on using power meter kit, see
DA16600_SB_Power_Meter_Kit_User_Manual [1].

6 Hardware Setup for RF Test
DA16600MOD consists of DA16200 and DA14531 chipsets, see chipset GUI guides for details:

[1] UM-WI-004_DA16200_AT_GUI_Tool User_Manual_Rev_1v3
[2] AN-B-077 DA14531 Bluetooth Direct Test Mode v1.0

6.1 Wi-Fi Test Setup
GPIOA4 and GPIOAS can be used with UART to test RF performance of DA16200.
Turn on pin 7 and 8 of SW7 to use UART with GPIOA4 and GPIOAS.

Figure 7: SW3 and SW7 Set to Use AT-GUI
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6.2 Bluetooth®LE Test Setup
PO_5 can be used with 1-wire UART to test RF performance of DA14531.
Turn on pinl and 2 of SW3 to use UART and turn off pin 7 and 8 of SW7.

Figure 8: SW3 and SW7 Set to Use SmartSnippets

SW4 can control RF switch. Turn on pinl of SW4 to control RF switch to Bluetooth® LE RF path.

Figure 9: SW4 Set to Use Bluetooth®LE RF Path
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7 Firmware Update

The security features of DA16600 support Secure Boot to avoid booting with fake or untrusted
images and to protect against hacking. The DA16200 SoC includes a security hardware block called
CryptoCell-312 (CC312). With proper security keys and certificates installed (in OTP and images),
the DA16200 can boot in secure mode.

DA16600 requires four images. With a serial terminal tool, each image can be loaded individually:

e <Bootloader image>: also known as Second Bootloader

O DA16200 [image type]-[vendor]-[major]-[minior]-
[customer ver] [sflash model].img

— [Image_type]: Bootloader (BOOT), Main, or System library (SLIB)
— [vendor]: Internal use by vendor
— [major]: Major version
— [minor]: Minor version or SDK patch version
— [customer_ver]: User-configurable customer version
— [sflash_model]: sflash model or type used
o For example: DA16200 BOOT-GEN01-01-xxxxx-xxxxxx W25Q32JW.img
e <System Library image>: includes RF drivers and libraries for DPM
o For example: DA16200 SLIB-GENO1-01-XXXXX-XXXXXX.img
e <Main image>: includes RTOS and applications
o For example: DA16200 RTOS-GENO1-01-XXXXX~XXXXXX .1mg
e <DA14531 image>:
o For example: DA14531 multi part proxr peri.img

7.1 Flash MAP

DA16200 provides two images: #0 and #1. You can use these regions for each image set and
change the index of the booting image set. The default value of the Boot Index is #0.

Table 2: 4 MB Serial Flash Memory Map

Address ltem Size
0x0000_0000 2nd Bootloader 36 kB
0x0000_9000 Boot Index 4 kB
0x0000_A000 RTOS #0 1536 kB
0x0018_A000 SLIB #0 (RamLib + TIM) 64 kB
0x0019_A000 User Area #0 364 kB
0x0020_0000 RTOS #1 1536 kB
0x0038_0000 SLIB #1 (RamLib + TIM) 64 kB
0x0039_A000 User Area #01 448 kB
User Manual Revision 1.2 23-Feb-2022
CFR0012 13 of 23 © 2022 Renesas Electronics

Downloaded from AFFOW.Com.


http://www.arrow.com

LENESAS

UM-WI-026

DA16600 Evaluation Kit

7.2 Bootloader Image

<Bootloader image> is also known as the second bootloader and is the first thing loaded into
memory for a factory-created DUT (for example with an empty flash).

Note that this image has SFDP information, which is important sflash type information, so always
load this image before loading other images.

If you get a new SDK, then you should start with loading the <Bootloader image>. To load the
<Bootloader image>:

1. Turn on the DA16600 board.
2. Atthe [/DA16200] prompt, type reset to go to the Mask ROM prompt [MROM]. See Figure 10.

Build

Figure 10: Mask ROM

3. Atthe [MROM] prompt, type loady boot. See Figure 11.

s, 8 retries, err:Timed out

Figure 11: Bootloader Prompt on Command Window

4. Choose menu File > Transfer > YMODEM > Send to select the image file for the Bootloader.
See Figure 12.

o For example: DA16200 BOOT-GEN01-01-xxxxx-xxxxxx W25Q32JW.img
o The result is printed at the end of the transfer. Please ignore any messages like “err:..”

Send file
Transfer

XMODEM
Change directory YMODEM
Replay Log.. ZMODEM
B-Plus

TTY Record
TTV Replay

Figure 12: Load Image File
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7.3 System Library Image
The <System Library image> includes system libraries, RF drivers, and libraries to operate the DPM.
To load the <System Library image>:

1. Atthe [MROM] prompt, type loady 18a000 to load a <System Library image> in boot index #0.
See Figure 13.

s B retries, err:Timed out

Figure 13: System Library Prompt on Command Window

2. Choose menu File > Transfer > YMODEM > Send to select the <System Library image> file.
See Figure 14.

o For example: DA16200 SLIB-GENO1-XX-XXXXX~XXXKXX .1mg

XMODEM
YMODEM
ZMODEM
B-Plus
Quick-VAN

Figure 14: Load Image File

7.4 Main RTOS Image
This <Main image> contains RTOS, Wi-Fi libraries, and system/user applications.
To load the <Main image>:

1. Atthe [MROM] prompt, type loady a000. See Figure 15.

8 retries, err:Timed out

E5,

Figure 15: Main Image Prompt on Command Window
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2. Choose menu File > Transfer > YMODEM > Send to select the <Main image> file.
See Figure 16.
o For example: DA16200 RTOS GENO1-XX-YYYY-ZZZZZZ.img

File Edit Setup Control Window Hel
New connection.
Dyplicate session

Cygwin connection

Log

Send file...
Transfer > Kermit

E XMODEM
Change directory... YMODEM > Receive..
Replay Log. ZMODEM > Send...
B-Plus
Quick-VAN

TTY Record
TTY Replay
Print...
Disconnect
Eit

Exit Al

Figure 16: Load Image File

7.5 DA14531 Image

This <DA14531 image> is downloaded to DA14531 during booting sequence.
To load <DA14531 image>:

1. Atthe [MROM] prompt, type loady 392000 1000 bin. See Figure 17

foretries, err:Timed out

Figure 17: DA14531 Image Prompt on Command Window

2. Choose menu File > Transfer > YMODEM > Send to select the <Main image> file.
o For example: da14531_multi_part_proxr_peri.img

File Edit Setup Control Window Hel
New connection.
Dyplicate session

Cygwin connection

Log

Send file...
Transfes > Kermit

C XMODEM
Change directory... YMODEM > Receive..
Replay Log. ZMODEM > Send...
B-Plus
Quick-VAN

TTY Record
TTY Replay

Brint...

Disconnect

Exit
Exit All

Figure 18: Load Image File

3. If the four images are loaded, then at the [MROM] prompt, type boot to boot your images.
4. Run factory reset as shown in Figure 19.
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source

Figure 19: Factory Mode Prompt on Command Window

NOTE

Now all four required images are loaded.
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7.6 Serial Flash Recovery

When the serial flash is replaced, the flash memory map is changed, or if you think that the flash
memory is corrupted, then do the following to re-initialize or recover sflash and check the process:
1. Boot DA16200.

2. Atthe [/DA16200] # prompt, run reset command.

3. At [MROM] prompt, run sflash info command to read serial flash information.
For example, SFLASH: ef601615.
This is the flash product ID of W25Q32JW. See also the IDs below.

W25Q32JWSNIQ: ef601615

4. Run ymodem sfdp command.

5. In the build\sBOOT\SFDP folder, find Flash SFDP file which is corresponding to Flash ID as
W25Q32JW.bin.

6. Run sflash erase 0 400000 command [MROM] to erase the entire flash for recovery.
Note that this command can take a long time to complete. Wait until the [MROM] prompt appears
again.
7. Re-load all images in the specified order for serial flash recovery.
a. [MROM] loady boot.
b. [MROM] loady 18a000.
c. [MROM] loady a0O00.
d. [MROM] loady 392000 1000 bin
8. Run boot command to boot DA16600.
The image version is printed.

9. Initialize NvRaAM for Serial Flash Recovery with following commands:

[/DA16200] # nvram

[/DA16200/NVRAM] # nvedit erase sflash
[/DA16200/NVRAM] # nvedit clear
[/DA16200/NVRAM] # nvcfg update sflash
update , sflash completed
[/DA16200/NVRAM] # nvedit load sflash
nvedit , load completed

[/DA16200/NVRAM] #

Figure 20: Initialize NVRAM
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7.7 Serial Flash Recovery from Boot

If there are any memory conflicts during updating the image or errors while building the SDK, the
reason might be that it cannot run DA16200. In this case, you cannot do anything in the command
window. DA16200 must be forced to enter boot mode. Do the following:

1. Use RTC_PWR_KEY to turn off (move to OFF position).
o Connect two pins: Pin 11(F_CLK) and P12(GND) of J2. See Figure 21

Figure 21: Recovery Point in the EVK

2. Use RTC_PWR_KEY to turn on (move to ON position).
a. Turnon RTC_PWR_KEY to boot DA16600.
b. Disconnect the two pins of J2. Pin 11 (F_CLK) and Pin 12 (GND).
The DA16600 go into the BOOT mode. See Figure 22.
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3. Atthe [BOOT] # prompt, run reset command.
4. Do the steps in Section 7.6 from step 3.
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Figure 22: Run with BOOT Mode
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Status Definitions

Status Definition

DRAFT The content of this document is under review and subject to formal approval, which may result in modifications or
additions.

APPROVED The content of this document has been approved for publication.

or unmarked

RoHS Compliance

Dialog Semiconductor’s suppliers certify that its products are in compliance with the requirements of Directive 2011/65/EU of the European
Parliament on the restriction of the use of certain hazardous substances in electrical and electronic equipment. RoHS certificates from our
suppliers are available on request.
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Important Notice and Disclaimer

RENESAS ELECTRONICS CORPORATION AND ITS SUBSIDIARIES (‘RENESAS”) PROVIDES TECHNICAL SPECIFICATIONS AND
RELIABILITY DATA (INCLUDING DATASHEETS), DESIGN RESOURCES (INCLUDING REFERENCE DESIGNS), APPLICATION OR OTHER
DESIGN ADVICE, WEB TOOLS, SAFETY INFORMATION, AND OTHER RESOURCES “AS IS” AND WITH ALL FAULTS, AND DISCLAIMS
ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING, WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD PARTY INTELLECTUAL PROPERTY RIGHTS.

These resources are intended for developers skilled in the art designing with Renesas products. You are solely responsible for (1) selecting the
appropriate products for your application, (2) designing, validating, and testing your application, and (3) ensuring your application meets
applicable standards, and any other safety, security, or other requirements. These resources are subject to change without notice. Renesas
grants you permission to use these resources only for development of an application that uses Renesas products. Other reproduction or use of
these resources is strictly prohibited. No license is granted to any other Renesas intellectual property or to any third party intellectual property.
Renesas disclaims responsibility for, and you will fully indemnify Renesas and its representatives against, any claims, damages, costs, losses, or
liabilities arising out of your use of these resources. Renesas' products are provided only subject to Renesas' Terms and Conditions of Sale or
other applicable terms agreed to in writing. No use of any Renesas resources expands or otherwise alters any applicable warranties or warranty
disclaimers for these products.

Corporate Headquarters

TOYOSU FORESIA, 3-2-24 Toyosu Contact Information

Koto-ku, Tokyo 135-0061, Japan For further information on a product, technology, the most
up-to-date version of a document, or your nearest sales
office, please visit:

www.renesas.com

https://www.renesas.com/contact/

Trademarks

Renesas and the Renesas logo are trademarks of Renesas Electronics
Corporation. All trademarks and registered trademarks are the property
of their respective owners.
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