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1 ABOUT THIS DOCUMENT

1.1 Executive summary

This document describes Winbond’s TrustME® W77Q Secure Flash Memory.
e Section 4 - Device Features

e Section 6 - Overview of device Security Functions and main concepts

e Section 7 - Standard Flash Instructions

e Section 8 - Standard Flash Registers

e Section 9 - Pin Configurations

e Section 10 - Package Specifications

e Section 11 - Electrical Characteristics

For further information regarding the device Security Functions, related Commands
and Registers, refer to the [SA] document.

1.2 References Documents

Reference is made to the following related documents:

REFERENCE DESCRIPTION
[DS] W77Q Data-Sheet, Winbond
[SA] W77Q Security Manual, Winbond

1.3 Notation

Throughout this document, two notations are used to describe numbers: Hexadecimal
numbers and Byte Streams.

e Hexadecimal numbers are represented as Little Endians (LS-Byte is first):
= 0x44332211 is a 32-bit number, with the LS-Byte (11h) being the first byte.

= The Verilog notation {0x44, 0x33, 0x22, 0x11} is used to represent the same
value.

e Byte Streams are read from left to right:

= “11 22 33 44” is a stream of 4 Bytes, where the left-most byte (11h) is the first
byte of the message.

=  Therefore: “0x665544332211” is equivalent to “11 22 33 44 55 66", with 11h
being the first byte of the message.
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Acronyms
AWDT Authenticated Watchdog Timer
DIG ' SHA Digest
DMC Device Monotonic Counter
DTR . Double Transfer Rate
FKi Full Access Section Key (for section i)
GMC . Global Memory Configuration
GMT Global Memory Mapping Table
HCD . High Capacity Device (64Mb-256Mb)
HW Hardware
10 . Input/Output
IPG Inter SPI-Transaction Gap
KD . Device Master Key
KDS Device Secret Key (for RoT)
KID . Key ID number
LFOSC Low Frequency Oscillator (used by the AWDT)
LS . Least Significant
MCD Medium Capacity Device (up to 32Mb)
MS . Most Significant
(0]% Command OP Code
PA . Plain Access
PKi Provisioning Key (for key i)
POR . Power On Reset
QPI Quad Peripheral Interface
RKi . Restricted Access Section Key (for section i)
SCR Section Configuration Register
SHA ' Standard SHA-256 algorithm
SIG Signature
SPI . Serial Peripheral Interface
SR Status Register (Standard Flash)
SSR . Secure Status Register
STR Single Transfer Rate
SUID . Secure User ID
TC Transaction Counter
User . External entity (human or software process)
accessing the device through the SPI interface
VER Version
WID Winbond ID
W77QDS0300 Rev. A8 8 Publication date: November 14, 2023
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TrustME®

2 GENERAL DESCRIPTION

The W77Q128JV/W77Q64JV TrustME® Secure Serial Flash memory provides a secure storage
solution for systems with limited space, pins, and power that meets Common Criteria EAL2 and
SESIP L2 security certification requirements. The W77Q is ASIL-C ready for automotive
applications.

The W77Q128JV/W77Q64JV is a drop-in replacement for standard Serial NOR Flash Memory
devices, offering security, flexibility, and performance well beyond ordinary NOR Flash Memory
devices. It is ideal for secure code storage with support for execute in place (XIP), cryptographic key
distribution, management and storage, secure data storage, and general data storage.

The W77Q128JV/W77Q64JV features sophisticated cryptographic encryption of the communication
channel, personalization of each device with unique keys, cryptographic read and write locks,
protection of data integrity, secure firmware update, Root of Trust (RoT) functions, Random Number
Generator, secure read, write and erase operations.

The W77Q128JV/W77Q64JV supports Single, Dual, Quad SPI as well as QPI modes of operation,
running at up to 133 MHz. Dual Transfer Rate (DTR) is supported at rates of up to 66 MHz.

3 OUTSTANDING FEATURES

Single die secure solution Automotive Safety
e Meets ISO 15408 CC EAL2 security e Meets ISO 26262 ASIL-C automotive safety
certification requirements requirements

e Meets SESIP L2 security certification
requirements with compliance to IEC62443-4-

2 and NIST 8259A
an Standard SPI-Flash drop-in replacement

e SO 21434 automotive cybersecurity certified e Highest Performance Secure Serial Flash
e FIPS PUB 180-4 CAVP certified, CMVP ready o Execute in place (XIP)
. JSEDEC JE:D%:;Otmp't'a”t o 133 MHz SPI Single/Dual/Quad/QP!
¢ ecure code and data _S orage ) o 66 MHz Dual Transfer Rate (DTR) mode
e Secure code update with rollback protection e Flexible Architecture with 4kB Blocks
° lFJ.Itra fast ISetcur(i B;Ott . o Uniform 4K-bytes granularity for Block Erase
¢ |rmwar.e ntegrity Fro eCt'?n o Page Program up to 256 bytes per command
* guthentga&et’j Wag:hd.og 'Il'El)mer o Erase/Program Suspend & Resume
* ecure n.lque evice ) ) e Low Power, single 2.7-3.6V power supply
e Cryptographically-secured write-protection e Wide Temperature Range
e Local and remote secure channel, encrypted, o -40°C to +105°C (Industrial Plus)
authenticated, replay-protected
. play-p . e Offered in a variety of space-saving packages: 8-
e Replay Protection Monotonic counter pin SOIC, 8-pad WSON. 16-pin SOIC, 24-ball
e Platform Firmware Resiliency assurance (NIST TFBGA ' ’

SP 800-193) o Contact Winbond for KGD and other
e Secure Root of Trust (RoT) for loT devices packaging options

e Random Number Generator
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4 FEATURES

Single die secure solution Automotive Safety
e Meets ISO 15408 CC EAL2 security e Meets ISO 26262 ASIL-C automotive safety
certification requirements requirements

e Meets SESIP L2 security certification
requirements with compliance to IEC62443-4-  gtandard SPI-Flash drop-in replacement

2 and NIST 8259A e Highest Performance Secure Serial Flash
e [SO 21434 automotive cybersecurity certified o 133 MHz SPI Single/Dual/Quad/QPI
e FIPS PUB 180-4 CAVP certified, CMVP ready o 66 MHz Dual Transfer Rate (DTR) mode
e JEDEC JESD254 compliant o More than 100,000 erase/program cycles per
e Secure code and data storage block
e Secure code update with rollback protection o More than 20-year data retention
e Ultra fast Secure Boot e Efficient Host Interface
e Firmware Integrity Protection o Execution in place (XIP)
e Authenticated Watchdog Timer o Continuous read and burst read
e Secure & Unique Device ID o 32-Byte Secure burst read
e Cryptographically-secured write-protection e Flexible Architecture with 4kB Blocks
e Local and remote secure channel, encrypted, o Uniform 4K-bytes granularity for Block Erase
authenticated, replay-protected o Page Program up to 256 bytes per command
e Replay Protection Monotonic counter o Secure Program 32 bytes in a single
e Platform Firmware Resiliency assurance (NIST command
SP 800-193) o Automatic write verification
e Secure Root of Trust (RoT) for IoT devices o Erase/Program Suspend & Resume
e Secure provisioning, management and storage e Low Power, single 2.7-3.6V power supply
of keys e Wide Temperature Range
e Unique device Master Key o -40°C to +105°C (Industrial Plus)
e Remote Key Provisioning e SpiStack® Software Die Select
e On-chip data hash for fast code authentication e Offered in a variety of space-saving packages: 8-
e DICE-like device attestation pin SOIC, 8-pad WSON, 16-pin SOIC, 24-ball
e In-system and mass programming options TFBGA
e Random Number Generator o Contact Winbond for KGD and other
packaging options
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5 BLOCK DIAGRAM

The W77Q may be connected to a host device in the following manner:

! POR |
} (OptionaI)J
1 w77Q
_F,(?,S et RST Standard
4,,,3‘?§§t,'99,t ,,,,,,, GEN Flash Array
Local Host (XIP)
(MCU, SoC) SP11/2/4 > Secure
CLK P Storage
c# > Secure
Functions

Figure 1: System Overview

The W77Q memory is partitioned into 8 logical Sections, mapped from logical address
space to physical address space by its security functions. The logical address space
refers to the User address space as used in the plain-access SPI instructions. The
physical address space refers to addresses of physical memory.

For example, the logical address space may be partitioned into 8 Sections, as
illustrated in the following diagram:

00000000h

. 00000000h |
Section-0
001FFFFFh

i 00200000h }
Section-1
003FFFFFh

i 00400000h }
Section-2
0O05FFFFFh

. 00E00000h }
Section-7

OOFFFFFFh

OOFFFFFFh

Refer to Section 7.2 for further information regarding memory mapping and the
Logical Address Space.
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6 OVERVIEW

The W77Q device is composed of a single contiguous Flash Memory Array, logically
divided into 8 Logical Sections. Each section can be individually configured with a
Security Policy that enables advanced security functions. When none of these
functions are enabled, the device operates as a standard SPI NOR Flash Memory
device with no additional restrictions on read and write access.

W77Q
Standard
SPI1/2/4 Flash Array
E;: > (non-restricted)
L

Figure 2: W77Q with Security Functions Disabled (default configuration)

By setting up different sections, the array can be logically partitioned into separate
areas. An individually configured Security Policy can then be applied to each section,
enabling Encryption, Authentication, Write Protection, Rollback Protection, Integrity
Protection and other security functions. Figure 3 below shows an example of a W77Q
device with a few enabled security functions.

Reset Out [| RST W7z
- |GEN || Section-0 (XIP)
A (Integrity Check)

i Section-1
SP11/2/4 || (write Protect)
" YV rite Erotect).

Cs#

Section-2
(Encrypted)

Yvy

i Authenticated
Watchdog Timer

Figure 3: W77Q With Enabled Security Functions (Example)

The W77Q Secure Flash Device is delivered in a few flavors:

FLAVOR DESCRIPTION
HCD1.8 1.8V High Capacity Device - with capacity of 64Mb or more
HCD3.3 3.3V High Capacity Device - with capacity of 64Mb or more
HCD Refers to both HCD1.8 and HCD3.3 devices
MCD Medium Capacity Device - with capacity of 16Mb - 32Mb

The JEDEC-ID or HW_VER register can be used to differentiate between the flavors.
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Introduction

The W77Q TrustME™ Secure Serial Flash memory combines general purpose code
and data storage, as well as secure storage and advanced security functions, all
within a single Flash Memory device.

The W77Q Secure Flash Memory device has full functional and pin-to-pin
compatibility with standard Flash Memory devices, yet it offers security well beyond
ordinary Flash devices. The internal cryptographic hardware engines handle all
aspects of secure key provisioning, management, and storage, as well as secure
storage and general purpose storage solution.

The Secure Flash Memory device offers advanced security functions to ensure:
e Data confidentiality

e Data and command authentication

e Replay protection

e Platform firmware resiliency (with respect to Protection, Detection and Recovery
of firmware state changes)

e Cryptographically secured write protection

e Secure code update with Rollback Protection

e Root of Trust management

e Authenticated Watchdog Timer with an optional hardware reset output
e Random Number Generator (RNG)

These functions are managed by privileged users, defined and assigned by the
Device and Section Controllers, as explained in the following chapters.

Device Controller

Each Secure Flash Memory device is managed by a Device Controller, which is the
authorized user or process that can configure the device and issue keys that grant
access to its security functions.

Controlling the device requires knowing the Device Master Key (Kp), which is used
to set the device Global Memory Configurations. These partition the device into
Memory Sections, as explained in the following chapters.

The device is fabricated with default Device Master Key (Kp). This Key may be
updated later by the Device Controller.

W77Q
Device Controller V ,
Device Master Key (Kd)
' Vnevite Master Key (Kd) :
i | Global Memory Configurations | _

Section Controllers (8) 8 OF secton kers ki
Section Keys (FKi, RKi) |

|_Section Security Policy | }

Figure 4: Device and Section Controllers
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6.3 Memory Sections

Access to the W77Q Flash memory is managed on the basis of Memory Sections.

The device implements up to 8 logical Memory Sections. Each section is mapped to a
region of physical memory, and each has a Section Security Policy that controls
access to the memory mapped to the Section and the associated security functions.

Each Memory Section is independently managed by a Section Controller, which is
the authorized user or process that can configure the Section and its security
functions.

Secure access to a Section’s memory and security functions requires using a Secure
Channel.

6.4 Secure Channel

The Secure Channel is a Logical Communication Channel used to access the secure
data and security functions associated with each Memory Section. These cannot be
accessed without establishing a Secure Channel.

The Secure Channel handles data encryption and authentication for all secure
transactions between the W77Q device and a privileged user (e.g., a local MCU or
remote server).

Note: Standard (non-secure, plain text) read and write access to a section (e.g., FAST_READ
instructions) does not require a Secure Channel, if permitted by the Section Security
Policy.

A Secure Channel is associated with a specific Memory Section or Secure Function.
Only one Secure Channel may be established at any point of time, therefore only one
Memory Section may be securely accessed at any time. Switching to a different
Memory Section requires establishing a new Secure Channel.

Plain Read/Write access to one Memory Section (including XIP), may be interleaved
with secure access (through a Secure Channel) to another section.

Establishing a Secure Channel is done by opening a Session. Each Session defines
a secret, one-time-use Session Key that is shared between the W77Q device and
the privileged user. This key is used to access the Section data and security functions.

A Secure Channel can be established between the W77Q and a software process
running on the local MCU as shown in Figure 5, or between the W77Q and a Remote
User or Process as shown in Figure 6.

User Platform
' wrrq

Functions S Secure Channel | Functions

Secure A I | secure

Figure 5: Secure Channel (Local)
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Figure 6: End-To-End Secure Channel (Remote)

Authentication

Secure transactions over the Secure Channel are authenticated, using the Session

Key:

e Configuration commands must be properly signed by the user.

e A Section may be configured as Cryptographically Write Protected, requiring all
write and erase commands to be properly signed by the user.

e Read data, status registers and configuration registers may be signed by the

W77Q device.

Encryption

Payload of secure transactions over the Secure Channel is encrypted, using a secret,
single-use Cipher Key (derived from the Session Key).

15
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6.5 Platform Firmware Resiliency

The W77Q device supports Platform Firmware Resiliency by providing mechanisms
to ensure:

e Protection: Mechanisms for ensuring integrity of firmware code and critical data,
including protection against corruption and unauthorized update.

e Detection: Mechanisms for detecting when firmware code and critical data have
been corrupted or changed from an authorized state.

e Recovery: Mechanisms for restoring firmware code and critical data to a state of
integrity in the event they have been corrupted or changed from an authorized
state.

Protection is ensured by the Cryptographic Write Protection function, which requires
authentication of each write access. Secure Firmware update is further protected by
the Secure Firmware Update with Rollback Protection function.

Detection is ensured by the Integrity Protection function that performs integrity
checks of the section memory contents.

Recovery is ensured by the Safe Fallback function that remaps the Boot Section
(section 0) to an alternative Fallback Section in the case of a failed integrity check.

6.6 Cryptographic Write Protection

A section may be configured to require authenticated write and erase commands.
These commands must be properly signed with the active Session Key.

6.7 Secure Firmware Update with Rollback Protection

Arollback attack is a known method used to exploit vulnerabilities found in older code
versions. The attack is carried out by replacing existing code with an older version.
The older version may be properly signed and authenticated, making it hard to defend
against this form of attack.

The Secure Flash Memory device implements a Hardware Rollback Protection
function that can authenticate memory content and its version, and securely update
existing memory.

The Rollback Protection function enables the user/host to execute (XIP) from existing
code stored in Flash memory, while a newer version of this code is being updated.
After the new code version is written to the Flash memory, it is authenticated and its
version is verified. When authentication is complete, the device hardware seamlessly
swaps the two versions.

The authentication process verifies that the version of the new code is equal to or
greater than the version of the existing memory content. This prevents older versions
from replacing newer versions, even if they are properly signed.

This function partitions a memory section into two partitions of equal size. One
partition holds the existing memory content while a newer version of the memory
content can be written to the other partition. The partitions are mapped from logical
address space into physical memory by a hardware mapping function that can swap
between the two physical partitions. Swapping is done only after the new content is
programmed and authenticated.

W77QDS0300 Rev. A8 16 Publication date: November 14, 2023

Downloaded from AFFOW.Com.


http://www.arrow.com

W77Q128JV/IW77Q64JV

-/} winbond I/ 4

6.8 Integrity Protection

The Integrity Protection function performs integrity checks of the section memory
contents. These checks may be scheduled automatically after reset, when a session
is opened or when the section is updated.

6.8.1 Safe Fallback

The Safe Fallback function provides mechanisms for restoring firmware code and
critical data to a state of integrity in the event they have been corrupted or changed
from an authorized state.

This is ensured by remapping the Boot Section (section 0) to an alternative Fallback
Section in the case of a failed integrity check. The boot code should provide means to
handle failed integrity checks of other sections.

6.9 Plain Access

Sections Security Policy may be set to allow Plain Access (PA) to the Section’s data.
Individual Plain-Read Access and Plain-Write Access configurations exist.

Enabling Plain Access to a Section enables the use of standard Flash SPI instructions
(e.g. Fast-Read and Page-Program). This includes standard code-fetch instructions
which allow Execute In-Place (XiP) - executing code directly from Flash.

6.9.1 Authenticated Plain Access

Some Sections may be configured to require user authentication before granting
Plain-Access to the Section’s data.

Access is granted to authenticated users by secure commands. Once access is
granted, standard Flash SPI instructions (e.g. Fast-Read) can be used to access the
data stored in the Section.

6.10 Authenticated Watchdog Timer (AWDT)

The Secure Flash Memory device maintains a secure watchdog timer. The timer is
reset by an authenticated command, signed by a designated key.

The device reaction to an expired timer is configurable and may include:
e Status indication
e Setting the reset-output pin
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6.11 Root Of Trust

Root-of-Trust (RoT) is the foundation for the secure operation of a system, ensuring it
is executing authentic code as intended by the system designer.

The W77Q implements advanced security functions to ensure code authenticity
throughout the entire device life-time, i.e. when code is stored or updated and when
the system performs its reset (boot) sequence.

6.11.1 Secure Boot

The W77Q supports “Secure Boot” with respect to Boot-Code authenticity and
integrity. This is guaranteed by a combination of secure functions that protect system
code throughout the entire device life-cycle.

6.11.2 Secure Code and Data Storage

The W77Q supports the Cryptographic Write Protection function to protect code and
data. Static code can further be measured (digest) and authenticated during the
update process and then it could be “sealed” guaranteeing it is not changed by an
unauthorized user.

6.11.3 Secure Firmware Update

The W77Q supports a fail-safe Secure Firmware Update function. This function uses
a single atomic operation to authenticate code and verify its integrity. A failed update
operation reverts the code to the last known authentic state.

6.12 Remote Attestation

The W77Q supports advanced Security Functions for remote device attestation.
These are used to establish a Root Of Trust between the device and a remote User,
by authenticating the device hardware and firmware identities.

The W77Q offers an advanced approach for Remote Attestation that does not require
the participation of the local MCU in the cryptographic operation. This approach is
based on the ability of the W77Q to establish an End-to-End Secure Channel to a
remote User and directly measure the stored code and securely report and
authenticate the measurement to the remote User.

The W77Q also offers hardware functions that support DICE-like attestation
mechanism.

6.13 Secure Reset Sequence

A device reset sequence may take a considerable amount of time to complete (up to a
few milliseconds), due to enforcement of security policies and integrity checks for
some of the sections memory contents.

The device implements a reset output pin to keep the Host in reset while the Secure
Flash Memory completes its reset sequence.
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6.14 SPI Bus

6.14.1 Standard SPI Instructions

The W77Q is accessed through an SPI-compatible bus consisting of four signals:
Serial Clock (CLK), Chip Select (/CS), Serial Data Input (Dl), and Serial Data Output
(DO). Standard SPI instructions use the DI input pin to serially write instructions,
addresses. or data to the device on the rising edge of CLK. The DO output pin is used
to read data or status from the device on the falling edge of CLK.

SPI bus operations Mode 0 (0,0) and 3 (1,1) are supported. The primary difference
between Mode 0 and Mode 3 concerns the normal state of the CLK signal when the
SPI bus master is in standby and data is not being transferred to the Serial Flash. For
Mode 0, the CLK signal is normally low on the falling and rising edges of /CS. For
Mode 3, the CLK signal is normally high on the falling and rising edges of /CS.

6.14.2 Dual SPI Instructions

The W77Q supports Dual SPI operation when using instructions such as Fast Read
Dual Output (3Bh) and Fast Read Dual I/0 (BBh). These instructions allow data to be
transferred to or from the device at two to three times the rate of ordinary Serial Flash
Memory devices. The Dual SPI Read instructions are ideal for quickly downloading
code to RAM upon power-up (code-shadowing) or for executing non-speed-critical
code directly from the SPI bus (XIP). When using Dual SPI instructions, the DI and
DO pins become bidirectional I/O pins: 100 and 101.

6.14.3 Quad SPI Instructions

The W77Q supports Quad SPI operation when using instructions such as Fast Read
Quad Output (6Bh), and Fast Read Quad I/O (EBh). These instructions allow data to
be transferred to or from the device four to six times the rate of ordinary Serial Flash.
The Quad Read instructions offer a significant improvement in continuous and
random access transfer rates allowing fast code-shadowing to RAM or execution
directly from the SPI bus (XIP). When using Quad SPI instructions the DI and DO pins
become bidirectional 100 and 101, and the /WP and /HOLD pins become 102 and 103
respectively. Quad SPI instructions require the non-volatile Quad Enable bit (QE) in
Status Register-2 to be set.

6.14.4 QPI Instructions

The W77Q supports Quad Peripheral Interface (QPI) operations only when the device
is switched from Standard/Dual/Quad SPI mode to QPI mode using the Enter QPI
Mode (38h) instruction. The typical SPI protocol requires that the byte-long instruction
code be shifted into the device only via the DI pin in eight serial clocks. The QPI mode
utilizes all four 10 pins to input the instruction code, thus only two serial clocks are
required. This can significantly reduce the SPI instruction overhead and improve
system performance in an XIP environment.
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Standard/Dual/Quad SPI mode and QPIl mode are exclusive. Only one mode can be
active at any given time. Enter QPI Mode (38h) and Exit QPI Mode (FFh) instructions
are used to switch between these two modes.

Upon power-up or after a software reset using the Reset (99h) instruction (see
Section 7.8.14), the default state of the device is Standard/Dual/Quad SPI mode. To
enable QP mode, the non-volatile Quad Enable bit (QE) in Status Register-2 is
required to be set. When using QPI instructions, the DI and DO pins become
bidirectional 100 and 101, and the /WP and /HOLD pins become 102 and 103
respectively. See Figure 7 for the device operation modes.

SPI/QPI Operations

The figure below is a schematic diagram that shows the SPI and QPI operations of
the W77Q Serial Flash Memory

(
[ h

Power Up

Device Initialization

> & Status Register Refresh <
L {Mon-Volatile Cells) J
h 4

— Standard SPI Pl Roat

arawanre 25a’
< Reset Dual SPI (66h +9an) ™

Quad SPI
Enable QPI (38h) Disable QP! (FFh)

‘ Hardware QPl )

QF| Reset
Reset (66h + 99h)

Figure 7: SPI Mode Operation Diagram

SP1/QPI DTR Read Instructions

To effectively improve the read operation throughput without increasing the serial
clock frequency, W77Q introduces multiple Double Transfer Rate (DTR) Read
instructions that support Standard/Dual/Quad SPI1 and QPI modes. The byte-long
instruction code is still latched into the device on the rising edge of the serial clock
similar to all other SPI/QPI instructions. Once a DTR instruction code is accepted by
the device, the address input and data output are latched on both rising and falling
edges of the serial clock.

3-Byte / 4-Byte Address Modes

The W77Q provides two Address Modes that can be used to address any byte of data
in the memory array.
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e 3-Byte Address Mode is backward compatible to older generations of serial flash
memory that support up to 128M-bit of Flash memory (logical address space). To
address memory arrays of 256M-bit or more, in 3-Byte Address Mode, the
Extended Address Reqister (EAD) must be used in addition to the 3-Byte
addresses.

e 4-Byte Address Mode is designed to support Serial Flash Memory devices from
256M-bit to 32G-bit. The extended Address Register is not necessary when the 4-
Byte Address Mode is enabled.

Upon power-up, the W77Q operates in either 3-Byte Address Mode or 4-Byte
Address Mode, depending on the Non-Volatile Status Register Bit ADP (S17) setting.
If ADP=0, the device operates in 3-Byte Address Mode; if ADP=1, the device
operates in 4-Byte Address Mode. The factory default value for ADP is 0.

To switch between the 3-Byte or 4-Byte Address Modes, Enter 4-Byte Address Mode
(B7h) or Exit 4-Byte Address Mode (E9h) instructions must be used. The current
address mode is indicated by the ADS bit (S16) of the Status Register 3 (SR3).

W77Q also supports a set of basic SPI instructions which require a 4-Byte address,
regardless of the device Address Mode setting. Refer to Section 7 for details.
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6.14.8 Fast Read with “Read Command Bypass Mode”

Some Fast Read instructions support the “Read Command Bypass Mode” that can
reduce instruction overhead. When this mode is enabled, the following instruction
skips the instruction OP code (the first byte of the instruction), and implicitly assumes
it is another Fast-Read instruction with the same OP code as the current instruction.

To enter the “Read Command Bypass Mode”, the user must set the instruction
Modifier bits (M7-0). These Modifier bits (M7-0) are indicated by the Host over the
SPI bus, right after the input Address bits (A31/A23-0) as demonstrated in Figure 8.
These come instead of “dummy-cycles” that would normally be sent after the address

field.

ICS A _
__Meded 0 1 2 3 4 5 6 7 & 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23

CLK  poden ! -
- Instruction (EBh) » A2316 | A158 AT-0 MI0 | Dummy  Dummy | :ﬁ’:\:‘;‘:g‘u:‘;:‘" .
o, _ X/ 9.0 .0.0.0.00.0, 0.0 0.0
10, 21X XX e X5 X X8 X1 0000
ZXEEXEXEXDXED 0000 G
) f—
10, XX XXX EXT X2 9.60.0 O

Byte 1 Byte 2 Byte 3
Figure 8: Fast Read Quad I/O Instruction with Modifier bits (M7-0)

The upper nibble of the Modifier bits (M7-4) enables or disables the “Read Command
Bypass Mode”. The bits of the lower nibble (M3-0) are don’t care (“x”), however, the
IO pins should be high-impedance prior to the falling edge of the first data out clock.

e If Modifier bits M5-4 = (1,0), then “Read Command Bypass Mode” is enabled and
the next Fast Read instruction (after /CS is raised and then lowered) does not
require the instruction OP-code. This reduces the instruction sequence by eight
clocks and allows the Read address to be immediately entered after /CS is
asserted low. This is demonstrated in Figure 9 below.

e If the Modifier bits M5-4 do not equal to (1,0), then “Read Command Bypass
Mode” is disabled and the next instruction (after /CS is raised and then lowered)
requires the first byte instruction OP-code, thus returning to normal operation.

To disable bypass mode, the user must drive “1” on bit 4 of the Modifier Byte. To do so
it is recommended to drive a sequence of 1’s on 100:

OxFFFF for Dual IO with 3B address mode (16 clocks STR, 8 clocks DTR)
OxFFFFF for Dual 10 with 4B address mode (20 clocks STR, 10 clocks DTR)
OxFF for Quad 10 with 3B address mode (8 clocks STR, 4 clocks DTR)

e Ox3FF for Quad IO with 4B address mode (10 clocks STR, 5 clocks DTR)

If the operating mode of the SPI bus is unknown (e.g. after Host was reset due to an
exception), Host should execute all relevant sequences to ensure re-sync of the SPI
bus without risking contention.
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Figure 9: Fast Read Quad I/O Instruction when “Read Command Bypass Mode” is enabled
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Instructions that support the “Read Command Bypass Mode” are:

Fast Read Dual I/0 (BBh)

Fast Read Dual 1/0 With 4-Byte Address (BCh)
DTR Fast Read Dual I/O (BDh)

Fast Read Quad 1/O (EBh)

Fast Read Quad I/O (EBh) in QPI Mode

Fast Read Quad 1/0 With 4-Byte Address (ECh)
DTR Fast Read Quad I/O (EDh)

DTR Fast Read Quad 1/O (EDh) in QPI Mode
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6.14.9 Hold Function

For Standard SPI and Dual SPI operations, the HOLD# signal allows the W77Q
operation to be paused while it is actively selected (when CS# is low). The Hold
function may be useful in cases where the SPI data and clock signals are shared with
other devices. For example, consider if the page buffer was only partially written when
a priority interrupt requires use of the SPI bus. In this case the Hold function can save
the state of the instruction and the data in the buffer so programming can resume
where it left off once the bus is available again.

The Hold function is only available for standard SPI and Dual SPI operations in STR
mode, not during Quad SPI, QPI or DTR operations. The Quad Enable Bit QE in
Status Register-2 is used to determine if the pin is used as HOLD# pin or data 1/O pin.
When QE = 0 (factory default), the pin is HOLD#; when QE = 1, the pin becomes an I/
O pin, and the Hold function is no longer available.

To initiate a Hold condition, the device must be selected with CS# low. A Hold
condition will activate on the falling edge of the HOLD# signal if the CLK signal is
already low. If the CLK is not already low, the Hold condition will activate after the next
falling edge of CLK. The Hold condition will terminate on the rising edge of the HOLD#
signal if the CLK signal is already low. If the CLK is not already low the Hold condition
will terminate after the next falling edge of CLK.

During a Hold condition, the Serial Data Output (DO) is high impedance, and Serial
Data Input (DI) and Serial Clock (CLK) are ignored. The Chip Select (CS#) signal
must be kept active (low) for the full duration of the Hold operation to avoid resetting
the internal logic state of the device.

6.14.10 Software Reset and Hardware Reset Pin

The W77Q can be reset to the initial power-on state by a software Reset sequence,
either in SPI mode or QPI mode. This sequence must include two consecutive
commands: Enable Reset (66h) and Reset Device (99h). If the command sequence is
successfully accepted, the device will take approximately 35uS (trsT) to reset. No
command will be accepted during the reset period.

For 8-pin package types, W77Q can be configured to utilize a hardware reset pin. The
HOLD/RST bit in the Status Register-3 is the configuration bit for a Hold pin function
or a Reset pin function. If the QE bit is set to 1, the Hold or Reset function are
disabled and the pin becomes one of the four data I/O pins.

e When HOLD/RST=0 (factory default), the pin acts as a HOLD# pin as described
above

e When HOLD/RST=1, the pin acts as a RSTI# pin.

Driving the RSTI# pin low for a minimum period of ~1 us (tRESET") resets the device
to its initial power-on state. Any on-going Program/Erase operation is interrupted and
data corruption may happen. While RSTI# is low, the device does not accept any
command input.

For larger packages (more than 8-pins), the W77Q provides a dedicated reset pin
(RSTIN#) in addition to the HOLD#/RSTI# (103) pin as illustrated in Figure 1b. Driving
the RSTIN# pin low for a minimum period of ~1us (tRESET™) resets the device to its
initial power-on state. The HOLD/RST bit or the QE bit in the Status Register does not
affect the function of this dedicated RSTIN# pin.
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The Hardware Reset pin has the highest priority among all the input signals. Driving
Reset low for a minimum period of ~1 us (tRESET?) interrupts any on-going external/

internal operations, regardless of the status of other SPI signals (/CS, CLK, 10s, /WP
and/or /[HOLD).

Note:

1. While a faster Reset pulse (as short as a few hundred nanoseconds) will often
reset the device, a 1 us minimum is recommended to ensure reliable operation.

2. There is an internal pull-up resistor for the dedicated RSTIN# pin. If the reset
function is not needed, this pin can be left floating in the system.
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6.15 Standard-Flash Write Protection

Applications that use non-volatile memory must take into consideration the possibility
that noise and other adverse system conditions may compromise data integrity. To
address this concern, the W77Q provides several means to protect data from
inadvertent writes.

6.15.1 Write Protection Features

e Device resets when VCC is below threshold
e Time-delay write disable after Power-up

e \Write-enable/disable instructions and automatic write-disable after erase or
program

e Software and hardware (/WP pin) write-protection using status registers
e Additional individual block/sector locks for array protection

e Write-protection using Power-down instruction

e Lock Down write-protection for Status Register until the next power-up

e One Time Program (OTP) write-protection for array and security registers using
Status Register

NOTE: The OTP feature is available upon special flow. Contact Winbond for details.

6.15.2 Write Protection After Power-Up

Upon power-up or at power-down, the W77Q maintains a reset condition while VCC
is below the threshold value of Vwi, (See Power-up Timing and Voltage Levels and
Figure 43). While reset, all operations are disabled and no instructions are
recognized.

During power-up and after the VCC voltage exceeds Vwi, all program and erase-
related instructions are further disabled for a time delay of tPuw. This includes the

e Write Enable (06h)

e Page Program (PP) (02h)

e Page Program With 4-Byte Address (PP4B) (12h)

e Quad Input Page Program With 4-Byte Address (QIPP4B) (34h)
e Sector Erase (SER) (20h)

e Sector Erase With 4-Byte Address (SER4B) (21h)

e 32KB Block Erase (BER32) (52h)

e 64KB Block Erase (BER) (D8h)

e 64KB Block Erase With 4-Byte Address (BER4B) (DCh)

e Chip Erase (CE) (C7h/60h)

e Write Status Registers: SR-1 (01h), SR-2 (31h) & SR-3 (11h))

Note that the chip select pin (/CS) must track the VCC supply level at power-up until
the VCC-min level and tvsL time delay is reached, and it must also track the VCC
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supply level at power-down to prevent an adverse command sequence. If needed, a
pull-up resistor on /CS can be used to accomplish this.

6.15.3 Write Enable / Disable State

After power-up the device is automatically placed in a write-disabled state with the
Status Register Write Enable Latch (WEL) set to 0. A Write Enable (06h) instruction
must be issued before a Page Program, Sector Erase, Block Erase, Chip Erase or
Write Status Register instruction will be accepted. After completing a program, erase
or write instruction the Write Enable Latch (WEL) is automatically cleared to a write-
disabled state of 0.

Additionally, the Power-Down (B9h) instruction offers an extra level of write protection
as all instructions are ignored except for the Release Power-down instruction.

6.15.4 Memory Range Protection

Software-controlled write-protection is facilitated using the Write Status Register
instruction and setting the Status Register Protect/Lock (SRP, SRL) and Block Protect
(CMP, SEC, TB, BP2, BP1, and BPOQ) bits. These settings allow a portion or the entire
memory array to be configured as read only. Used in conjunction with the Write
Protect (/WP) pin, changes to the Status Register can be enabled or disabled under
hardware control. See Status Register section (Section 8.2) for further information.

Note: Memory Range Protection (WPS=0) uses logical address bits [23:0].

6.15.5 Individual Block/Sector Locks

The W77Q supports the Standard Flash Write Protect method using the Individual
Block Locks (WPS=1).

Each 64KB block (excluding the top and bottom blocks) and each 4KB sector within
the top/bottom blocks, are equipped with an Individual Block Lock bit. When the lock
bit is 0, the corresponding sector or block can be erased or programmed; when the
lock bit is set to 1, Erase or Program instructions issued to the corresponding sector
or block is ignored.

When the device is powered on, all Individual Block Lock bits are set to 1, so the
entire memory array is protected from Erase/Program. An Individual Block/Sector
Unlock (39h) instruction must be issued to unlock any specific sector or block.

Note: Individual Block/Sector Locks (WPS=1) uses physical address.

6.15.6 Write Protection Mode Select

The WPS bit in Status Register-3 is used to decide which Write Protect scheme is
used.

e When WPS = 0 (factory default), the device utilizes only the CMP, SEC, TB, BP2,
BP1, and BPO bits to protect specific areas of the array.

W77QDS0300 Rev. A8 27 Publication date: November 14, 2023

Downloaded from AFFOW.Com.


http://www.arrow.com

6.15.7

W77QDS0300 Rev. A8

Downloaded from AFFOW.Com.

W77Q128JV/IW77Q64JV

winbond I/ 4

o When WPS = 1, the device utilizes the Individual Block Locks for write protection.

Standard Write Protection and Secure Features

Secure Write Protection features (see [SA]) are mapped to logical memory and offer
an elaborate cryptographically secure protection scheme. These mechanisms take
precedence over the Standard-Flash Write Protection features described in

Section 6.15. It is therefore recommended not to use Standard-Flash Write Protection
features in a security-aware application.

To prevent unexpected behavior, Standard-Flash Write Protection features should be
used under the following restrictions (refer to [SA] for further details):

e Standard Write Protection features should be used only when the device is in it's
Factory-default configuration, i.e. Section-0 mapped to entire physical memory.

e |ogical memory partitions (“Sections”) must not overlap, i.e., must not point to
same physical memory.

e Memory Range Protection affects the first/last portion of the physical memory.
e Individual Block Lock is allowed only within the first/last physical memory block.
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7 INSTRUCTIONS

The W77Q device supports standard Serial Flash instructions, as well as proprietary
instructions to operate its advanced security functions.

Standard Flash instructions include:
Standard Configuration Instructions

Standard Read Instructions

Standard Write Instructions

Standard Auxiliary Instructions

These instructions are supported in different formats, including Standard / Dual /
Quad SPI, as well as QPI mode, and Single or Double Transfer Rates (STR / DTR).

Instructions to operate the advanced security functions are described in the [SA].

7.1 Standard Serial Flash Instruction Formats

The Standard/Dual/Quad SPI instruction set of the W77Q consists of 48 basic
instructions that are fully controlled through the SPI bus (see Section 7.4.1 and
Section 7.4.2). Instructions are initiated with the falling edge of Chip Select (/CS). The
first byte of data clocked into the DI input provides the instruction code. Data on the DI
input is sampled on the rising edge of clock with most significant bit (MSB) first.

The QPI instruction set of the W77Q consists of 35 basic instructions that are fully
controlled through the SPI bus (see Section 7.4.3). Instructions are initiated with the
falling edge of Chip Select (/CS). The first byte of data clocked through I0[3:0] pins
provides the instruction code. Data on all four 10 pins is sampled on the rising edge of
clock with most significant bit (MSB) first. All QPI instructions, addresses, data, and
dummy bytes use all four 10 pins to transfer every byte of data with every two serial
clocks (CLK).

Instructions vary in length from a single byte to several bytes and may be followed by
address bytes, data bytes, dummy bytes (don’t care), and in some cases, a
combination. Instructions are completed with the rising edge of edge /CS. Clock-
relative timing diagrams for each instruction are included in Figures 7 through 26. All
read instructions can be completed after any clocked bit. However, all instructions that
Write, Program or Erase must complete on a byte boundary (/CS driven high after a
full 8-bits have been clocked), otherwise the instruction will be ignored. This feature
further protects the device from inadvertent writes. Additionally, while the memory is
being programmed or erased, or when the Status Register is being written, all
instructions except for Read Status Register will be ignored until the program or erase
cycle has completed.
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Plain Access Memory Addressing

Plain access instructions (e.g. Fast-Read, Page-Program, etc) use the logical
address to directly access any address in memory.

The 3 MS-bits of the logical address are used as the Section Index (SID) to select one
of the Sections. The exact location of the SID bits is defined by the SECT_SEL
register, as defined in [SA].

The remaining address bits are used as offset within the Section memory.
Refer to [SA] for further information on Section Address Modes.

Manufacturer ID and Device ID

Manufacturer ID and Device ID parameters can be read using different SPI
instructions (e.g.: Read Manufacturer/Device ID (90h), Read JEDEC ID (9Fh)). The
response value for these instructions is defined as follows:

FIELD DESIGNATION INSTRUCTIONS VALUE NOTES
Manufacturer IDF  MF7-MFO 90h, 92h, 94h EFh | Winbond Serial Flash
15h 32 Mbit Capacity
. ABh, 90h, , _
Device ID ID7-IDO 92h, 94h 16h | 64 Mbit Capacity
17h 128 Mbit Capacity
8A16h 1.8V 32 Mbit Single-Die
JEDEC o ]
Device ID ID15-1D0 9Fh 8A17h| 1.8V 64 Mbit Single-Die
8A18h 1.8V 128 Mbit Single-Die
4A17h 3.3V 64 Mbit Single-Die
Dé\EI:DCECID ID15-1D0 9Fh
4A18h| 3.3V 128 Mbit Single-Die
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7.4 Standard Serial Flash Instruction Set Tables

Following Instruction Set tables show standard Flash instructions:
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Instruction Set Table 1 (Standard SPI Instructions)

Instruction Set Table 2 (Dual/Quad SPI Instructions)

Instruction Set Table 3 (QPI Instructions)

Instruction Set Table 4 (DTR with SPI Instructions)

Instruction Set Table 5 (DTR with QPI Instructions)
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7.4.1 Instruction Set Table 1 (Standard SPI Instructions)

Table 1: Standard SPI Instruction Set (")

Write Enable 06h
Volatile SR Write Enable 50h
Write Disable 04h
Release Power-down ABh
Device ID ABh Dummy Dummy Dummy (ID7-1D0)(2)
Manufacturer/Device 1D 90h 00h 00h 00h (MF7-MFO0) (ID7-1D0) ‘
JEDEC ID 9Fh (MF7-MFO0) (ID15-1D8) (ID7-1D0)
Read Unique ID 4Bh Dummy Dummy Dummy Dummy (UID63-0) |
Read Data 03h A23-A16 A15-A8 A7-A0 (D7-DO0)
Fast Read 0Bh A23-A16 A15-A8 A7-A0 Dummy (D7-D0)
Page Program 02h A23-A16 A15-A8 A7-A0 D7-DO D7-DO0(3)
Sector Erase (4KB) 20h A23-A16 A15-A8 A7-A0
Block Erase (32KB) 52h A23-A16 A15-A8 A7-A0
Block Erase (64KB) D8h A23-A16 A15-A8 A7-A0
Chip Erase C7h/60h
Read Status Register-1 05h (S7-S0)(2)
Write Status Register-1 01h (S7-S0)(4)
Read Status Register-2 35h (S15-S8)(2)
Write Status Register-2 31h (S15-S8)
Read Status Register-3 15h (S23-S16)(2)
Write Status Register-3 11h (S23-S16)
Write Extended Addr Register C5h EA7-EAQ
Read SFDP Register 5Ah A23-A16 A15-A8 A7-A0 Dummy (D7-D0)
Erase Security Register(5) 44h A23-A16 A15-A8 A7-A0
Program Security Register(5) 42h A23-A16 A15-A8 A7-A0 D7-D0(3)
Read Security Register(5) 48h A23-A16 A15-A8 A7-A0 Dummy (D7-D0)
Global Block Lock 7Eh
Global Block Unlock 98h
Read Block Lock 3Dh A23-A16 A15-A8 A7-A0 (L7-LO)
Individual Block Lock 36h A23-A16 A15-A8 A7-A0
Individual Block Unlock 39h A23-A16 A15-A8 A7-A0
Erase/Program Suspend 75h
Erase/Program Resume 7Ah
Power-down Bdh
Enter QPI Mode 38h
Enable Reset 66h
Reset Device 99h
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7.4.2 Instruction Set Table 2 (Dual/Quad SPI Instructions)

Table 2: Dual/Quad SPI Instruction Table(1)

Fast Read Dual /O BBh | A23-A16® | A15-A80) | A7-A0©) M7-M0 | (D7-DO)")

Mftr./Device ID Dual /0 92h | A23-A160) | A15-A86) 00) Dummy(4 | (MF7-MF0) | (ID7-ID0)")

Quad Input Page Program 32h A23-A16 A15-A8 AT-A0 (D7-D0)® | (D7-DO)®

Fast Read Quad Output 6Bh A23-A16 A15-A8 A7-A0 Dummy Dummy Dummy Dummy | (D7-DO)(')

Mftr./Device ID Quad I/O 94h A23-A16 A15-A8 00 Dummy(14) Dummy Dummy (MF7-MFO0) | (ID7-1D0)
Fast Read Quad 1/0 EBh A23-A16 A15-A8 A7-A0 M7-MO Dummy Dummy (D7-DO0)
Set Burst with Wrap 77h Dummy Dummy Dummy W7-W0
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7.4.3 Instruction Set Table 3 (QPI Instructions)
Table 3: QPI Instruction Table('?)

Write Enable 06h
Volatile SR Write Enable 50h
Write Disable 04h
Release Power-down ABh
Device ID ABh Dummy Dummy Dummy (ID7-1D0)@
Manufacturer/Device 1D 90h Dummy Dummy 00h (MF7-MFO0) (ID7-1D0)
JEDEC ID 9Fh (MF7-MFO0) (ID15-1D8) (ID7-1DO)
Set Read Parameters Coh P7-PO
Fast Read 0Bh A23-A16 A15-A8 A7-A0 Dummy(13) (D7-DO)
Burst Read with Wrap 0Ch A23-A16 A15-A8 A7-A0 Dummy('® (D7-D0)
Fast Read Quad I/0O EBh A23-A16 A15-A8 A7-AO M7-Mo(13) (D7-DO)
Page Program 02h A23-A16 A15-A8 AT7-A0 D7-DO®) D7-D0®)
Sector Erase (4KB) 20h A23-A16 A15-A8 A7-A0
Block Erase (32KB) 52h A23-A16 A15-A8 A7-A0
Block Erase (64KB) D8h A23-A16 A15-A8 A7-A0
Chip Erase C7h/60h
Read Status Register-1 05h (s7-s0)@
Write Status Register-1 01h (87-S0)*
Read Status Register-2 35h (815-58)@)
Write Status Register-2 31h (S15-S8)
Read Status Register-3 15h (S23-s16)@
Write Status Register-3 11h (S23-S16)
Write Extended Addr Register C5h EA7-EAQ
Global Block Lock 7Eh
Global Block Unlock 98h
Read Block Lock 3Dh A23-A16 A15-A8 A7-A0 (L7-LO)
Individual Block Lock 36h A23-A16 A15-A8 A7-A0
Individual Block Unlock 39%h A23-A16 A15-A8 A7-A0
Erase/Program Suspend 75h
Erase/Program Resume 7Ah
Power-down B9h
Enable Reset 66h
Reset Device 99h
Exit QPI Mode FFh
W77QDS0300 Rev. A8 34 Publication date: November 14, 2023

Downloaded from AFFOW.Com.


http://www.arrow.com

W77Q128JV/WT7Q64JV

-/} winbond /]

7.4.4 Instruction Set Table 4 (DTR with SPI Instructions)

Table 4: DTR with SPI Instructions Table

DTR Fast Read Quad EDh

A23-A16 A15-A8 AT7-A0 Dummy(14) (D7-D0) (D7-DO)

7.4.5 Instruction Set Table 5 (DTR with QPI Instructions)
Table 5: DTR with QPI Instructions Table

DTR Read with Wrap(3) OEh A23-A16 A15-A8 A7-0 Dummy (D7-DO)

DTR Fast Read 0Dh A23-A16 A15-A8 A7-A0 Dummy (D7-DO)

DTR Fast Read EDh A23-A16 A15-A8 AT7-A0 Dummy(4) (D7-D0)
Notes:

1.Data bytes are shifted with Most Significant Bit first. Byte fields with data in parenthesis “( )” indicate data output from
the device on either 1, 2 or 4 10 pins.
2.The Status Register contents and Device ID will repeat continuously until /CS terminates the instruction.
3.At least one byte of data input is required for Page Program, Quad Page Program and Program Security Registers,
up to 256 bytes of data input. If more than 256 bytes of data are sent to the device, the addressing will wrap to the
beginning of the page and overwrite previously sent data.
4 Write Status Register-1 (01h) can also be used to program Status Register-1&2, see section 8.2.5.
5.Security Register Address:
Security Register 1: A23-16 = 00h; A15-8 = 10h; A7-0 = byte address
Security Register 2: A23-16 = 00h; A15-8 = 20h; A7-0 = byte address
Security Register 3: A23-16 = 00h; A15-8 = 30h; A7-0 = byte address
6.Dual SPI address input format:
100 = A22, A20, A18, A16, A14, A12, A10, A8 A6, A4, A2, A0, M6, M4, M2, MO
101 = A23, A21, A19, A17, A15, A13, A11, A9 A7, A5, A3, A1, M7, M5, M3, M1
7.Dual SPI data output format:
100 = (D6, D4, D2, DO)
101 = (D7, D5, D3, D1)

8.Quad SPI address input format:
100 = A20, A16, A12, A8, A4, A0, M4, MO
101 = A21, A17, A13, A9, A5, A1, M5, M1
102 = A22, A18, A14, A10, A6, A2, M6, M2
103 = A23, A19, A15, A11, A7, A3, M7, M3
9.Quad SPI data input/output format:
100 = (D4, DO, ..... )
101 = (D5, D1, ..... )
102 = (D6, D2, ..... )
I03 =(D7,D3, ..... )
10.Fast Read Quad I/O data output format:
100 = (x, X, X, x, D4, DO, D4, D0)

W77QDS0300 Rev. A8
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Set Burst with Wrap input format:
100 =x, X, X, X, X, X, W4, x
101 =x, X, X, X, X, X, W5, x
102 =x, X, X, X, X, X, W6, x
103 =x, X, X, X, X, X, X, X
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101 = (x, X, X, x, D5, D1, D5, D1)
102 = (x, X, X, X, D6, D2, D6, D2)
103 = (x, X, X, x, D7, D3, D7, D3)
11.QPI Command, Address, Data input/output format:
CLK#0 1 2 3 4 5 6 7 8 9 10 11
100 = C4, CO, A20, A16, A12, A8, A4, A0, D4, DO, D4, DO
101 =C5,C1, A21, A17, A13, A9, A5, A1, D5, D1, D5, D1
102 =C6, C2, A22, A18, A14, A10, A6, A2, D6, D2, D6, D2
103 =C7,C3, A23, A19, A15, A11, A7, A3, D7, D3, D7, D3
12.The number of dummy clocks for QPI Fast Read, QPI Fast Read Quad I/O & QPI Burst Read with Wrap is
controlled by read parameter P7 — P4.
13.The wrap around length for QPI Burst Read with Wrap is controlled by read parameter P3 — PO.

14.The first dummy is M7-MO should be set to Fxh; if not use continuous mode.
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7.5 Standard Configuration Instructions

W77QDS0300 Rev. A8
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This section describes standard Flash instructions to configure and operate the
device:

Write Enable (06h)

Write Enable for Volatile Status Register (50h)

Write Disable (04h)

Read Status Regqisters: SR-1 (05h), SR-2 (35h) & SR-3 (15h)
Write Status Reqisters: SR-1 (01h), SR-2 (31h) & SR-3 (11h)
Individual Block/Sector Lock (36h)

Individual Block/Sector Unlock (39h)

Read Block/Sector Lock (3Dh)

Global Block/Sector Lock (7Eh)

Global Block/Sector Unlock (98h)

Set Burst with Wrap (77h)

Set Read Parameters (C0h)
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7.5.1 Write Enable (06h)

This instruction (Eigure 10) sets the Write Enable Latch (WEL) bit in the Status
Register to 1.

The WEL bit must be set prior to every Page Program, Sector/Block/Chip Erase,
Write Status Register and Erase/Program Security Register operations.

The Write Enable instruction is entered by driving /CS low, shifting the instruction
code “06h” into the Data Input (DI) pin on the rising edge of CLK, and then driving /CS
high.

DI 7\
(10,) /N L X 10,

X\
X\
XN\ /X

Figure 10: Write Enable Instruction for SPI Mode (left) or QPI Mode (right)
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Write Enable for Volatile Status Register (50h)

The non-volatile Status Register bits described in Section 8.2 can also be written as
volatile bits. This gives more flexibility to change the system configuration and
memory protection schemes quickly without waiting for the typical non-volatile bit
write cycles or affecting the endurance of the Status Register non-volatile bits.

To write the volatile values into the Status Register bits, the Write Enable for Volatile
Status Register (50h) instruction must be issued prior to a Write Status Register (01h,
31h or 11h) instruction (see Section 7.5.5).

A Write Enable for Volatile Status Register instruction (Eigure 11) will not set the Write
Enable Latch (WEL) bit, it is only valid for the Write Status Register instruction to
change the volatile Status Register bit values.

High Impedance

(10,)

Figure 11: Write Enable for Volatile Status Register Instruction for SPI Mode (left) or QPI Mode (right)
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7.5.3 Write Disable (04h)

The Write Disable instruction (Eigure 12) resets the Write Enable Latch (WEL) bit in
the Status Register to 0.

The Write Disable instruction is entered by driving /CS low, shifting the instruction
code “04h” into the DI pin and then driving /CS high.

Note that the WEL bit is automatically reset after Power-up and upon completion of
every Page Program, Sector/Block/Chip Erase, Write Status Register and Erase/
Program Security Register, Write Status Register, Reset Operations and Secure
Operations.

(l[f)Jla) _X_\ /_\ - : z 10

X\
XA\

DO High Impedance 0, T\ /_vx_
XN\ [ X

Figure 12: Write Disable Instruction for SPI Mode (left) or QPl Mode (right)
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7.5.4 Read Status Registers: SR-1 (05h), SR-2 (35h) & SR-3 (15h)

These instructions allow the 8-bit Status Registers (SR1, SR2 and SR3) to be read.
Refer to Section 8.2 for Status Register descriptions.

The instruction is entered by driving /CS low and shifting the instruction code “05h” for
Status Register 1 (SR1), “35h” for Status Register 2 (SR2) or “15h” for Status Reqister
3 (SR3) into the DI pin on the rising edge of CLK. The status register bits are then
shifted out on the DO pin at the falling edge of CLK with most significant bit (MSB) first
as shown in Figure 13.

The Read Status Register instruction may be used at any time, even while a Program,
Erase or Write Status Register cycle is in progress. This allows the BUSY status bit to
be checked to determine when the cycle is complete and if the device can accept
another instruction. The Status Register can be read continuously, as shown in
Figure 13 and Figure 14. The instruction is completed by driving /CS high.

s T\ -
Modes =~ o 1 2 3 4 5 6 7 8 9 10 i1 12 13 14 15 16 17 18 19 20 21 22 23
. —_
|<— Instruction (05h/35h/15h) —q i i |
(Iglo) XN\ /_\_/ X X X : X X X : :
. High Impedance v+ Status Register-1/2/3 out —»le— Status Register-1/2/3 out —! —
(101) 7 660000006606@00 7

* = MSB

Figure 13: Read Status Register Instruction (SPI Mode)

:

Instruction I I
O5h/3sh1an : :
| |
00 _ XN\ 9000 <
VA | |
| |

o TN/ NOXEODEG
o TN\ AXEXOEK

SR-1/2/3 | SR-1/2/3 !
out ! out

TTTTTTTT T

Figure 14: Read Status Register Instruction (QPI Mode)
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7.5.5 Write Status Registers: SR-1 (01h), SR-2 (31h) & SR-3 (11h)

The Write Status Register instruction allows the Status Registers (SR1, SR2 and
SR3) to be written.

To write volatile Status Register bits, a Write Enable for Volatile Status Register (50h)
instruction must have been executed prior to the Write Status Register instruction
(Status Register bit WEL remains 0). The SRL and LB3-LB1 cannot be changed from
“1” to “0” because of the OTP protection for these bits.

Upon power off or the execution of a Software/Hardware Reset or Power-down
instruction, the volatile Status Register bit values revert to their default values loaded
from the non-volatile Status Registers.

To write non-volatile Status Register bits, a standard Write Enable (06h) instruction
must previously have been executed for the device to accept the Write Status
Register instruction (Status Register bit WEL must equal 1). Once write- enabled, the
instruction is entered by driving /CS low, sending the instruction code “01h/31h/11h”,
and then writing the status register data byte as illustrated in Figure 15 and Figure 16.

During a non-volatile Status Register write operation (06h combined with 01h/31h/
11h), after /CS is driven high, the self-timed Write Status Register cycle commences
for a time duration of tw (See AC Characteristics). While the Write Status Register
cycle is in progress, the Read Status Register instruction may still be accessed to
check the status of the BUSY bit. The BUSY bit is a 1 during the Write Status Register
cycle and a 0 when the cycle is finished and ready to accept other instructions again.
After the Write Status Register cycle has finished, the Write Enable Latch (WEL) bit in
the Status Register is cleared to 0.

During volatile Status Register write operation (50h combined with 01h/31h/11h), after
/CS is driven high, the Status Register bits will be refreshed to the new values within
the time period of tsHsL2 (See AC Characteristics). BUSY bit will remain 0 during the

Status Register bit refresh period.

The Write Status Register instruction can be used in both SPI mode and QPI mode.
However, the QE bit cannot be written to when the device is in the QPIl mode,
because QE = 1 is required for the device to enter and operate in the QPI mode.

Refer to Section 8.2 for Status Register descriptions.

e e Regeri2on ]
DI
100 — X\ 900000008

*

DO High Impedance

* = MSB

Figure 15: Write Status Register-1/2/3 Instruction (SPI Mode)
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: Instruction| sR1/2/3 |
|31f31f11ﬁ in |
|
00 X\ XXX
I
I

o TN XX

o T\

Figure 16: Write Status Register-1/2/3 Instruction (QPI Mode)

The W77Q is also backward compatible to Winbond’s previous generations of serial
flash memories, in which Status Register 1 (SR1) and Status Register 2 (SR2) can be
written using a single “Write Status Register-1 (01h)” command. To complete the
Write Status Register-1 and 2 instruction, the /CS pin must be driven high after the
sixteenth bit of data that is clocked in as shown in Figure 17 and Figure 18. If /CS is
driven high after the eighth clock, the Write Status Register-1 (01h) instruction only
programs the Status Register 1 (SR1); the Status Regqister 2 (SR2) is not affected

(Previous generations will clear CMP and QE bits).

L--l Instruction (01h) h-—.--l Status Register 1 in -—!-1 Status Register 2 in a-—!
DI \/
109 —X N\ CXREXE XXX 2 XX XX X3 X2 X1 X 10X 0 X 8 XX
* *
DO High Impedance
(10,)
* = MSB
Figure 17: Write Status Register-1/2 Instruction (SPI Mode)
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Instruction SR1i ! SR2i
01h ’{ iy "

% _ X\ LXK XX

e a0 ©.© O ®:
0, X\ AXEXEXEX X
10, X \ A

Figure 18: Write Status Register-1/2 Instruction (QPI Mode)
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7.5.6 Individual Block/Sector Lock (36h)

The Individual Block/Sector Locks provides a method to protect the memory array
from an adverse Erase/Program.

In order to use the Individual Block/Sector Locks, the WPS bit in Status Register 3
(SR3) must be set to 1. If WPS = 0, the write protection will be determined by the
combination of CMP, SEC, TB, BP2, BP1, and BPO in the Status Registers. The
Individual Block/Sector Lock bits are volatile bits. The default values after device
power-up or after a Reset are 1, so the entire memory array is being protected.

To lock a specific block or sector as illustrated in Figure 19 and Figure 20, an
Individual Block/Sector Lock command must be issued by driving /CS low, shifting the
instruction code “36h” into the Data Input (DI) pin on the rising edge of CLK, followed
by a 24/32-bit address and then driving /CS high.

A Write Enable (06h) instruction must be executed before the device will accept the
Individual Block/Sector Lock Instruction (Status Register bit WEL = 1).

Mode 3 0 1 2 3 4 5 6 7 8 9 29 30 3 Mode 3
"

|<— Instruction (36h}) —»}<— 24-Bit Address —>|
DI
(09 XXX X

*

DO High Impedance
(104)

* = MSB

Figure 19: Individual Block/Sector Lock Instruction (SPI Mode)
32-Bit Address is used when the device operates in 4-Byte Address Mode

\
Instruction 1 I ]
|‘W"| AZIG 1 ATSS 1 AT

Figure 20: Individual Block/Sector Lock Instruction (QPI Mode)
32-Bit Address is used when the device operates in 4-Byte Address Mode
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7.5.7 Individual Block/Sector Unlock (39h)

The Individual Block/Sector Locks provides an alternative way to protect the memory
array from an adverse Erase/Program.

In order to use the Individual Block/Sector Locks, the WPS bit in Status Register 3
(SR3) must be set to 1. If WPS = 0, the write protection is determined by the
combination of CMP, SEC, TB, BP2, BP1, and BPQO bits in the Status Registers. The
Individual Block/Sector Lock bits are volatile bits. The default values after device
power-up or after a Reset are 1, so the entire memory array is protected.

To unlock a specific block or sector as illustrated in Figure 21 and Figure 22, an
Individual Block/Sector Unlock command must be issued by driving /CS low, shifting
the instruction code “39h” into the Data Input (DI) pin on the rising edge of CLK,
followed by a 24/32-bit address and then driving /CS high. A Write Enable instruction
must be executed before the device accepts the Individual Block/Sector Unlock
Instruction (Status Register bit WEL = 1).

|<7 Instruction (39h) —-|k 24-Bit Address ﬂ1

10 EXOXX X
*

DO High Impedance

(104) * = MSB

Figure 21: Individual Block/Sector Unlock Instruction (SPI Mode)
32-Bit Address is used when the device operates in 4-Byte Address Mode

|I‘\Sl;l;t:i0n A23-16 i Al58 | AT-O |
d . | 1
00—}/ 000000 &
I ! !
I ! !
o _ X / CXTXEXEXEX XX
]

on TN\ AEXEXEXEXEXEX X
0 TN/ NEXEEXXOEX T

Figure 22: Individual Block/Sector Unlock Instruction (QPI Mode)
32-Bit Address is used when the device operates in 4-Byte Address Mode
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7.5.8 Read Block/Sector Lock (3Dh)

The Individual Block/Sector Locks provides an alternative way to protect the memory
array from an adverse Erase/Program.

In order to use the Individual Block/Sector Locks, the WPS bit in Status Register 3
(SR3) must be set to 1. If WPS = 0, the write protection is determined by the
combination of CMP, SEC, TB, BP2, BP1 and BPQ bits in the Status Registers. The
Individual Block/Sector Lock bits are volatile bits. The default values after device
power-up or after a Reset are 1, so the entire memory array is protected.

To read out the lock bit value of a specific block or sector, a Read Block/Sector Lock
command must be issued by driving /CS low, shifting the instruction code “3Dh” into
the Data Input (DI) pin on the rising edge of CLK, followed by a 24/32-bit address. The
Block/Sector Lock bit value is shifted out on the DO pin at the falling edge of CLK with
most significant bit (MSB) first as shown in Figure 23 and Figure 24. If the least
significant bit (LSB) is 1, the corresponding block/sector is locked; if LSB = 0, the
corresponding block/sector is unlocked, Erase/Program operation can be performed.

Note: Block and Sector Lock does not affect Secure operations.

s T\ . Yy

Mode 3 0 1 2 3 4 5 ] 7 8 9 10 28 29 30 31 32 33 34 35 36 37 38 39 Mode 3
"

}-— Instruction (3Dh) ——|-— 24-Bit Address ——|

I

I

|

o]
109 2N EXEXD= XKD .
*
High | d y+—— Lock Value Out —,:
DO igh Impedance
1o ! 30000000
* = MSB

Figure 23: Read Block Lock Instruction (SPI Mode)
32-Bit Address is used when the device operates in 4-Byte Address Mode

10q

104

EXEXEXE)
o T\ @@@aaaoo.:

Figure 24: Read Block Lock Instruction (QPI Mode)
32-Bit Address is used when the device operates in 4-Byte Address Mode
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7.5.9 Global Block/Sector Lock (7Eh)

All Block/Sector Lock bits can be set to 1 by the Global Block/Sector Lock instruction.

The command must be issued by driving /CS low, shifting the instruction code “7Eh”
into the Data Input (DI) pin on the rising edge of CLK, and then driving /CS high. A
Write Enable (06h) instruction must be executed before the device will accept the
Global Block/Sector Lock Instruction (Status Register bit WEL = 1).

Note: Block and Sector Lock does not affect Secure operations.

Instruction

<7

}47 Instruction (7Eh) 4>| 10 X / \ /
X

\

DI
(10p) A 10

DO High Impedance

10

o _ XN/ \

Figure 25: Global Block Lock Instruction for SPI Mode (left) or QPI Mode (right)
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7.5.10 Global Block/Sector Unlock (98h)

All Block/Sector Lock bits can be set to 0 by the Global Block/Sector Unlock
instruction.

The command must be issued by driving /CS low, shifting the instruction code “98h”
into the Data Input (DI) pin on the rising edge of CLK, and then driving /CS high. A
Write Enable (06h) instruction must be executed before the device will accept the
Global Block/Sector Unlock Instruction (Status Register bit WEL = 1).

/cs \ / LModes @ 1 Mode3 |

Maode 3 0 1 2 3 4 5 6 7 Mode 3

Made 0
[«——— Instruction (98n) ——| % X /
DI :Xj—\ —\
XN\
X/

CLK

DO High Impedance 10,
(104)

Figure 26: Global Block Unlock Instruction for SPI Mode (left) or QPI Mode (right)
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Set Burst with Wrap (77h)

This instruction is used in conjunction with Fast Read Quad I/O (EBh), DTR Fast
Read Quad I/O (EDh), and Fast Read Quad 1/0 With 4-Byte Address (ECh)
instructions (SPI mode only) to access a fixed length of 8/16/32/64-byte section within
a 256-byte page. Certain applications can benefit from this feature and improve the
overall system code execution performance.

Similar to a Quad I/O instruction, the Set Burst with Wrap instruction is initiated by
driving the /CS pin low and then shifting the instruction code “77h” followed by 24
dummy bits and 8 “Wrap Bits”, W7-0. The instruction sequence is shown in Figure 27.
Wrap bit W7 and the lower nibble W3-0 are not used.

W4=0 W4 =1 (DEFAULT)
We, W5 WRAP AROUND WRAP LENGTH | WRAP AROUND | WRAP LENGTH
00 Yes 8-byte No N/A
01 Yes 16-byte No N/A
10 Yes 32-byte No N/A
11 Yes 64-byte No N/A

Once W6-4 is set by a Set Burst with Wrap instruction, the following “Fast Read Quad
I/0” instructions will use the W6-4 setting to access the 8/16/32/64-byte section within
any page. To exit the “Wrap Around” function and return to normal read operation,
another Set Burst with Wrap instruction should be issued to set W4 = 1. The default
value of W4 upon power on or after a software/hardware reset is 1.

In QPI mode, the Burst Read with Wrap (0Ch) instruction should be used to perform
the Read operation with “Wrap Around” feature. The Wrap Length set by W5-4 in
Standard SPI mode is still valid in QPlI mode and can also be re-configured by the Set
Read Parameters (COh) instruction.

care | care | care

W77QDS0300 Rev. A8
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7.5.12 Set Read Parameters (COh)

In QPI mode, to accommodate a wide range of applications with different needs for
either maximum read frequency or minimum data access latency, the Set Read
Parameters (COh) instruction can be used to configure the number of dummy clocks
for Fast Read (0Bh), Fast Read Quad 1/O (EBh) and Burst Read with Wrap (0Ch)

instructions, and to configure the number of bytes of “Wrap Length” for the Burst Read
with Wrap (0Ch) instruction.

In Standard SPI mode, the Set Read Parameters (COh) instruction is not accepted.
The dummy clocks for various Fast Read instructions in Standard/Dual/Quad SPI
mode are fixed, refer to the Instruction Table 1-2 for details. The “Wrap Length” is set
by W5-4 bit in the Set Burst with Wrap (77h) instruction. This setting will remain
unchanged when the device is switched from Standard SPI mode to QPI mode.

The default “Wrap Length” after a power-up or a Reset instruction is 8 bytes, the
default number of dummy clocks is 2. The number of dummy clocks is only
programmable for the Fast Read (0Bh), Fast Read Quad I/O (EBh) and Burst Read
with Wrap (0Ch) instructions in the QPI mode. Whenever the device is switched from

SPI mode to QPI mode, the number of dummy clocks should be set again, prior to
any 0Bh, EBh or OCh instructions.

MAXIMUM READ

MAXIMUM READ

P5 - P4 'Zt’c';"c'r: FREQUENCY FREQUENCY P1- PO L‘QI’“R(‘:TPH
(VCC=2.7-3.0) (VCC=3.0-3.6)

00 7 33MHz 33MHz 00 S-byte

01 z SOMHzZ S0MHz 01 T6-byte

T0 6 SOMHz SOMHz T0 32-byte

T 1 g TO4AMHAzZ 133MAz T 1 64-byte

Note: 4-bytes address alignment for QPI Read: read address must start from A1,A0=0,0

Read

Instruction !
COh '~ Parameters

W77QDS0300 Rev. A8 51

Downloaded from AFFOW.Com.

<]

0, "X/ EXeX X
s X7 X
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Standard Read Instructions

This section describes standard Flash instructions to read Flash contents:
e Read Data (03h)

e Read Data with 4-Byte Address (13h)

e Fast Read (0Bh)

e Fast Read (0Bh) in QPI Mode

e Fast Read with 4-Byte Address (0Ch)

e DTR Fast Read (0Dh)

e DTR Fast Read (0Dh) in QPI Mode

e Fast Read Dual Output (3Bh)

e Fast Read Dual Output with 4-Byte Address (3Ch)
e Fast Read Quad Output (6Bh)

e Fast Read Quad Output with 4-Byte Address (6Ch)
e Fast Read Dual I/O (BBh)

e Fast Read Dual I/O With 4-Byte Address (BCh)

e DTR Fast Read Dual I/O (BDh)

e Fast Read Quad I/0 (EBh)

e Fast Read Quad I/O (EBh) in QPI Mode

e Fast Read Quad I/0O With 4-Byte Address (ECh)

e DTR Fast Read Quad I/O (EDh)

e DTR Fast Read Quad I/0 (EDh) in QPI Mode

e Burst Read with Wrap (0Ch)

e DTR Burst Read with Wrap (OEh)
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7.6.1 Read Data (03h)

This instruction allows one or more data bytes to be sequentially read from the
memory. The instruction is initiated by driving the /CS pin low and then shifting the
instruction code “03h” followed by a 32/24-bit address (A32/A23-A0) into the DI pin
depending on the 3B or 4B address mode (ADP).

The code and address bits are latched on the rising edge of the CLK pin. After the
address is received, the data byte of the addressed memory location will be shifted
out on the DO pin at the falling edge of CLK with most significant bit (MSB) first. The
address is automatically incremented to the next higher address after each byte of
data is shifted out allowing for a continuous stream of data. This means that the entire
memory can be accessed with a single instruction as long as the clock continues. The
instruction is completed by driving /CS high.

The Read Data instruction sequence is shown in Figure 29. If a Read Data instruction
is issued while an Erase, Program or Write cycle is in progress (BUSY = 1) the
instruction is ignored and will not have any effect on the current cycle. The Read Data
instruction allows clock rates from D.C. to a maximum of fR (see AC Electrical
Characteristics Section 11.5).

The Read Data (03h) instruction is supported only in Standard SPI mode.

es T\
_Mode3 O 1 2 3 4 5 & 7 8 9 10 2 20 3 3 %2 3 4 % % 3 38 1
CLK  poden | w
- Instruction (03h) - 24-Bit Address -
10y —X\ OO XX X~
Do High Impedance = Data ot 1 > —_
(10,) 7 000606000

* =MSB

Figure 29: Read Data Instruction (SPI Mode only)
32-Bit Address is used when the device operates in 4-Byte Address Mode
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7.6.2 Read Data with 4-Byte Address (13h)

This instruction is similar to the Read Data (03h) instruction. Instead of 24-bit address,
32-bit address is needed following the instruction code 13h. A 32b address is used
regardless if the device is operating in 3-Byte Address Mode or 4-byte Address Mode
(ADP). This allows direct access to the entire 4Gb logical address space.

e If this instruction is issued while an Erase, Program or Write cycle is in process
(BUSY=1) the instruction is ignored and will not have any effect on the current
cycle.

e This instruction allows clock rates from D.C. to a maximum of fR (see AC_
Electrical Characteristics).

e This instruction is only supported in Standard SPI mode.

CS A i

hMode 3 0 1 2 3 4 S & 7 B 9 10 36 37 38 3% 40 41 42 43 44 45 45 47
eemmraeies

CLK

Mode O s
f—

»-— Instruction (13h) —b]-— 32 BllMdress —b-

(00 X\ ANV © O O2L0.0 00,0 D GlD b ( :

Data Out 1 —

High Impedance
el : G oaooooo 7

* = M5B

Figure 30: Read Data with 4-Byte Address Instruction (SPI Mode only)
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7.6.3 Fast Read (0Bh)

This instruction is similar to the Read Data (03h) instruction except that Fast Read
can operate at the highest possible frequency of FR (see AC Electrical
Characteristics). This is accomplished by adding eight “dummy” clocks after the 32/
24-bit address as shown in Figure 31. The dummy clocks allow the devices internal
circuits additional time for setting up the initial address. During the dummy clocks the
data value on the DO pin is a “don’t care.”

The Fast Read instruction is also supported in QPl mode (Section 7.6.5), DTR mode
(Section 7.6.6 ), with 4B Address (Section 7.6.4), and also in Dual SPI mode
(Section 7.6.8) and Quad SPI mode (Section 7.6.10).

ics \
.. Mode3 . o i 2.3 4 5 .8 .7 8 9 40 28 29 30 31__
ok wmoseo ¢ [ LT LT LT LT LI LT LT L LT L
-4— Instruction (0Bh) ————»=-=+———— 24.Bit Address ———
109 —X N\ -@@@C
Do High Impedance
(10,)
* = MSB

Ics

31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 S50 51 52 53 54 55

CLK
irq Dummy Clocks l-
e R <>< XXX TXXXX
Data Out 1 Data Out 2

High Impedance
(10 G 060090006606900 7

Figure 31: Fast Read Instruction (SPI Mode)
32-Bit Address is used when the device operates in 4-Byte Address Mode
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7.6.4 Fast Read with 4-Byte Address (0Ch)

This instruction is similar to the Fast Read (0Bh) instruction except that it requires 32-
bit address instead of 24-bit address, regardless of the device 3-Byte or 4-byte
Address Mode (ADP). This instruction will always require 32-bit address to access the
entire 4Gb logical address space.

The Fast Read with 4-Byte Address (0Ch) instruction is only supported in Standard
SPI mode. In QPI mode, the instruction code 0Ch is used for the Burst Read with

Wrap (0Ch) instruction.

38 37 38 39

f Instruction (0Ch) - 32-Bit Address -
DI b
(00 —X\ AAVAR © 00560 .0.0.0
*
Do High Impedance
(104)
* = MSB
ICS
o
-“39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63
CLK
N . ot
|-< Dummy Clocks >-| .
Dl ** ” T—
(|ou;--.3 (X X X X X X X X ——
i irmodincs - Data Out 1 - Data Out 2 - _
Do ‘
(10,) 7 66099006609600 L
*
Figure 32: Fast Read with 4-Byte Address Instruction (SPI Mode only)
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Fast Read (0Bh) in QPI Mode
The Fast Read (0Bh) instruction is also supported in QPI mode.

When QPI mode is enabled, the number of dummy clocks is configured by the Set
Read Parameters (COh) instruction to accommodate a wide range of applications with
different needs for either maximum Fast Read frequency or minimum data access
latency. Depending on the Read Parameter Bits P[5:4] setting, the number of dummy
clocks can be configured as either 2, 4, 6 or 8. The default number of dummy clocks
upon power-up or after a Reset instruction is 2.)

This instruction is similar to Burst Read with Wrap (0Ch), without wrap-around of the
data.

__Mode3 0 1 2 3 4 5 6 7 8 9 10 11 12 13
ek _weeo | [ U U UL UYL
Instruction ' I0s switch f -
| Rl bl - | i a | 10s switch from
<“ogn ™ A-16 | A158 | A7-0 | Dummy L I lnput to Otitput

W77QDS0300 Rev. A8
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Byte1 | Byte2 |

* "Set Read Parameters" instruction (COh) can set
the number of dummy clocks.

Figure 33: Fast Read Instruction (QPI Mode)
32-Bit Address is used when the device operates in 4-Byte Address Mode
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7.6.6 DTR Fast Read (ODh)

The DTR Fast Read instruction is similar to the Fast Read (0Bh) instruction except

that the 24/32-bit address input and the data output require Double Transfer Rate
(DTR) operation. This is accomplished by adding six/eight “dummy” clocks after the
address as shown in Figure 34. The dummy clocks allow the devices internal circuits
additional time for setting up the initial address. During the dummy clocks the data
value on the DO pin is a “don’t care”.

|-— Instruction (0Dh) —-|-— 24-Bit Address —-|
00 2000031800000

Do High Impedance
(104}
* = MSE
iCS
|
. 19 20 2 22 23 24 25 28 2 2B 29 30 A 32 33 34 35 88 37 38
—_—
|-— & Dummy Clocks —-I : : :
ol T I I l ,
(10} meeed l._ . . I\l =
Hioh Imoed D Out 1 — et Dot Out2 — e Dt Out3 — oy
Do igh Impedance - ] —
(10) 1.6.00.099060008890606000040 0 SN
3 3 3
Figure 34: DTR Fast Read Instruction (SPI Mode)
32-Bit Address is used when the device operates in 4-Byte Address Mode
7.6.7 DTR Fast Read (ODh) in QPI Mode

The DTR Fast Read instruction is also supported in QPI mode.

Mode 3 - ] 1 2 3 4 5 11 12 13 14 —
N I I
[ wass | wsa | a0 le—doumm ol Losswenton
| —_
o X\ EXEXXEXDC (XX
[ [ [ [ [ '
| —_—
0 TN AXEXEEXEC 0.0 0.0 G
[ [ [ | [ '
| e
o X\ EXKXKC : R
[ [ [ '8 [ '
| e
0 _ X\ D0 0.0 0E 2.6 ©.0
* * * | ®
* = MSE ! ! ! ! Byle 1 ! Byle 2 | Byle3
Figure 35: DTR Fast Read Instruction (QPI Mode)
32-Bit Address is used when the device operates in 4-Byte Address Mode
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7.6.8 Fast Read Dual Output (3Bh)

This instruction is similar to the standard Fast Read (0Bh) instruction except that data
is output on two pins; 10y and 104. This allows data to be transferred at twice the rate
of standard SPI devices. The Fast Read Dual Output (3Bh) instruction is ideal for
quickly downloading code from Flash to RAM upon power-up or for applications that
cache code-segments to RAM for execution.

Similar to the Fast Read instruction, the Fast Read Dual Output instruction can
operate at the highest possible frequency of FR (see AC Electrical Characteristics).
This is accomplished by adding eight “dummy” clocks after the 24/32-bit address as
shown in Figure 36. The dummy clocks allow the device's internal circuits additional
time for setting up the initial address. The input data during the dummy clocks is “don’t
care”. However, the 10 pin should be high-impedance prior to the falling edge of the
first data out clock.

/CS N\
__Modesa o 1 2 3 4 5 8 7 8 9 10 28 29 30 31 __
CIE hoded | ||||||||||||||||||||||
Instruction (3Bh) ] 24-Bit Address
10y :Zl_/ NS m—GXEXZ)C
DO High Impedance
(10,)
* = MSB

/ICS

31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55

CLK

10, switches from
- —  Dummy Clocks l-— L |npuu00utput

109 - 8 O@QGO@GQGGGGOGQ 5.
Do High Impedance v e
(10, 7 XX XX XEX XXX XX XTI XEXE XX

-* Data Out1 —»=* Data Out2 —»=* Data Out3 —»=* Data Out4 —»

Figure 36: Fast Read Dual Output Instruction (SPI Mode only)
32-Bit Address is used when the device operates in 4-Byte Address Mode
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7.6.9 Fast Read Dual Output with 4-Byte Address (3Ch)

This instruction is similar to the Fast Read Dual Output (3Bh) instruction except that it
requires 32-bit address instead of 24-bit address, regardless if the device is operating
in 3-Byte or 4-byte Address Mode. This instruction will always require 32-bit address
to access the entire 4Gb logical address space.

This instruction is only supported in Standard SPI mode.

CS N\
___f_.‘_::‘.:a_!l_\ ] 1 2 3 4 5 ] 7 8 ] 10 38 37 38 39
- Instruction (3Ch) - 32-Bit Address. -
Di vy L
oy X\ EXEE- XK
*
Do High Impedance
(104)
* = MSE

ICs
- 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 S5 S50 60 &1 B2 63
CLK

| 10y switches from
- Dummy Clocks - Input to Cutput
Di

4 =] !  pr—
(100 el 9060 0060006000600
oo High Impedance ' § H i i -
(o) 9.9.6.0 6.0 6090606000038

iw* Data Out 1 —w* Data Out2 —w* Data Out3 —s—=* Data Out4 —wl

Figure 37: Fast Read Dual Output with 4-B Address Instruction (SPI Mode Only)
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7.6.10 Fast Read Quad Output (6Bh)

This instruction is similar to the Fast Read Dual Output (3Bh) instruction except that
data is output on four pins, 10g, 104, 10,, and 105. The Quad Enable (QE) bit in Status
Reqister 2 (SR2) must be set to 1 before the device will accept this instruction.

The Fast Read Quad Output Instruction allows data to be transferred at four times the
rate of standard SPI devices.

The Fast Read Quad Output instruction can operate at the highest possible frequency
of FR (see AC Electrical Characteristics). This is accomplished by adding eight
“‘dummy” clocks after the 24/32-bit address as shown in Figure 38. The dummy clocks
allow the device's internal circuits additional time for setting up the initial address. The
input data during the dummy clocks is “don’t care”. However, the IO pins should be
high-impedance prior to the falling edge of the first data out clock.

s~ \
__Mode3 0 1 2 3 4 5 6 7 8 9 10 28 29 30 31 __

CLK  Modeo !
- Instruction (6Bh) -—— 24-Bit Address -

00— X\ EXeX e~ XXX

High Impedance

0,
o, High Impedance
o, High Impedance
* = MSB

ICS

__31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47
CLK -

B - Dummy Clocks | P ]ISSL-‘SI“;:COT‘;:‘Dm _—
o D) 00000000a
i High Impedance s oaoaoeo 5::
" High Impedance (e X2 X X2 X X2 X e X2 X6

Y |

; High Impedance 7 oaooooo e

Byte1 | Byte2 | Byte3 | Byte4

Figure 38: Fast Read Quad Output Instruction (SPI Mode Only)
32-Bit Address is used when the device operates in 4-Byte Address Mode
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7.6.11 Fast Read Quad Output with 4-Byte Address (6Ch)

This instruction is similar to the Fast Read Quad Output (6Bh) instruction except that it
requires 32-bit address instead of 24-bit address regardless of the device 3-Byte or 4-
byte Address Mode (ADS). This instruction always requires 32-bit address to access
the entire 4Gb logical address space.

The Fast Read Quad Output with 4-Byte Address (6Ch) instruction is only supported
in Standard SPI mode.

3 37 38 3B

- Instruction (6Ch) - 32-Bit Address ——»]

0 3\ DO 060aH

High Impadance

High Impedance

High Impedance

* = MSB

39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55

. | 10g switches from |
Dumemy Clocks la" 1 Input to Output H

o D

High Impedance

High Impedance

High Impedance

Byte1 | Byte2 | Byte3 | Byted |

Figure 39: Fast Read Quad Output with 4-Byte Address Instruction (SPI Mode Only)
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7.6.12 Fast Read Dual I/0 (BBh)

This instruction allows for improved random access while maintaining two 10 pins, 10
and 104. It is similar to the Fast Read Dual Output (3Bh) instruction but with the
capability to input the Address bits (A31/A23-0) two bits per clock. This reduced
instruction overhead may allow for code execution (XIP) directly from the Dual SPI in
some applications.

Similar to the Fast Read Dual Output (3Bh) instruction, the Fast Read Dual 1/O
instruction can operate at the highest possible frequency of FR (see AC Electrical
Characteristics). This is accomplished by adding four “dummy” clocks after the 24/32-
bit address as shown in Figure 40 and Figure 41. The dummy clocks allow the
device's internal circuits additional time for setting up the initial address. The input
data during the dummy clocks is “don’t care”. However, the 100 pin should be high-
impedance prior to the falling edge of the first data out clock.

“Read Command Bypass Mode” feature is available for Fast Read Dual I/O
instruction. Refer to Section 6.14.8.

ics \

__Mode3 _ 0 1 2 3 4 5 6 7 8 8 10 11 12 13 14 15 16 17 18 19 20 291 22 23 _
CLK Mode D !

- - Instruction (BBh) - = A23-16 } A15-8 AT7-0 ? M7-0
DI j | -
og — X/ S N &6 00 OO 0.0 0060 0.0,.6 00
DO ? s
(o)) 0,60 D40 OO 0.0 @060 .60 6.0 .0 0N
* i 1 L *
* =MSB : ’ '

ICS

__23 24 25 26 27 28 29 30 3 32 33 34 35 36 37 38 39
CLK |

10s switch from
Hi Input to Output

D 0°0°0'0°0/0/0/0.0/0'0'0 0000«
D @0 0.0 0000006000000

* e * e o
Byte 1 Byte 2 Byte 3 Byte 4

Figure 40: Fast Read Dual I/O Instruction (Initial instruction or previous M5-4x10, SPI Mode Only)
32-Bit Address is used when the device operates in 4-Byte Address Mode
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_Mode3 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 __
CLK Mode 0 -: I | | | | | I | | | | | | | | | I | | | | | I | | | | | I | |
A23-16 A15-8 AT7-0 M7-0

> 2000000000600 06aH
5, ——— XXX EXEX XX XXX DX

* = MSB
ICS

1 16 117 18 19 20 21 22 23 24 25 26 27 28 29 30 3

! : 10s switch from
e Input to Output

;
[ | j ! -
S 9.0 .00 0060006000000
L * * L% * !

Byte 1 Byte 2 i Byte 3 Byte 4

Figure 41: Fast Read Dual I/O Instruction
(Previous instruction set M5-4=10, SPI Mode only, DTR Fast Read Dual I/0 (BDh))
32-Bit Address is used when the device operates in 4-Byte Address Mode
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7.6.13 Fast Read Dual I/0 With 4-Byte Address (BCh)

This instruction is similar to the Fast Read Dual I/0O (BBh) instruction except that it
requires 32-bit address instead of 24-bit address, regardless if the device is operating
in 3-Byte or 4-byte Address Mode. This instruction always requires 32-bit address to
access the entire 4Gb logical address space.

This instruction is only supported in Standard SPI mode.

“Read Command Bypass Mode” feature is available for Fast Read Dual I/0O With 4-
Byte Address instruction. Refer to Section 6.14.8.
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Ics N\
."l}ilo.d'e-?"‘ [1] 1 2 3 4 5 ] 7 g @ 10 21 22 23 24 28 28 27
Mode 0 &

CLK

|- Instruction (BCh) -|-< 32-Bit Address -— M7-0
DI : -ne
o) X/ / 060000600
109 D060 600 6.0 N
* .

* = MSB
1CS

.27 28 28 30 31 32 33 34 35 36 37 38 39 40 41 42 43
CLK

105 switch from

Figure 42: Fast Read Dual I/O with 4-Byte Address Instruction
(Initial instruction or previous M5-410, SPI Mode Only)

Ics AN

Mode 3 0 1 2 3 12 13 14 15 16 17 18 18
- -

32-Bit Address M7-0

o CXEXEXE) 00600000600
o0 CXEXE) oaaoqeoa:

%*

* = MSB
iCs

oJde 20 21 22 023 024 25 26 27 28 29 30 31 32 33 34 35
CLK

10s switch from

Figure 43: Fast Read Dual I/O with 4-Byte Address Instruction
(Initial instruction or previous M5-4=10, SPI Mode Only)
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7.6.14 DTR Fast Read Dual 1/0 (BDh)

This instruction allows for improved random access while maintaining two 10 pins, 10
and 104. It is similar to the Fast Read Dual Output (3Bh) instruction but with the
capability to input the Address bits (A31/A23-0) two bits per clock. This reduced
instruction overhead may allow for code execution (XIP) directly from the Dual SPI in
some applications.

“Read Command Bypass Mode” feature is available for DTR Fast Read Dual 1/0
instruction. Refer to Section 6.14.8.

|-— Instruction (BDh) —-| A23-16 : A15-8 : AT-0 : M7-0
ol
jog X/ N\ Caz Xz X X X Xz XKoo X e Xe Xz Xo Xe Xe X2 Xo
I I I
I I I
Do
(10y) 2,200 .0.0.0.0 0.0.0.0 .00 0N
* *
. I I I
ics
16 168 17 18 18 20 Fal 22 23 24 25 268 i
CLK
105 switch from
Input i Qutput ] ]
O] ==mmeee 0\
{10 R -
i ] ] ]
I | | |
DO e -
ey KD 9.0.0.0 000000000000
* P * ]

I Byte 1 !ilr Bitez | " Byle3 Byte 4

Figure 44: DTR Fast Read Dual I/O (Initial instruction or previous M5-4210, SPI Mode Only)
32-Bit Address is used when the device operates in 4-Byte Address Mode

AZ3-16 : A15-B : AT-0 : M7-0
ol
(105} 9.0.0.0 0.0.00 000000008
I I I
I I I
DO
101} D000 60000000000 (N
* *
% = M5B ! ! !
ics
7 8 a 10 11 12 13 14 15 16 17 18 19

oK

105 switch from
Input o Quiput

D eeemees -
[{Le " S — ; ¥
] ] ]
| ] ] ]
DO --eeee -
T R B, 2.0.60.0 0.60.0.0 000060000
* * *

I Byte 1 | ¥ Byez I Byte 3 I Byte 4 I

Figure 45: DTR Fast Read Dual I/0 (Previous instruction set M5-4=10, SPI Mode Only)
32-Bit Address is used when the device operates in 4-Byte Address Mode
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7.6.15 Fast Read Quad I/0 (EBh)

This instruction is similar to the Fast Read Dual I/O (BBh) instruction except that
address and data bits are input and output through four pins 10, 104, 10, and 105 and
four Dummy clocks are required in SPI mode prior to the data output. The Quad I/O
dramatically reduces instruction overhead allowing faster random access for code
execution (XIP) directly from the Quad SPI.

The Quad Enable bit (QE) of Status Register-2 must be set to enable the Fast Read
Quad /0O Instruction.

This instruction is also supported in QPl mode (Section 7.6.16), DTR mode
(Section 7.6.18) and with 4B Address (Section 7.6.17).

“Read Command Bypass Mode” feature is available for Fast Read Quad I/O
instruction. Refer to Section 6.14.8.

Cs AY
--ygggé-_ 0 1 2 3 4 5 6 7 B8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23

CLK Modeo ] —

s ! ! t 10s switch from

- Instruction (EBh) » A23-16 | A15-8 AT-0 | M7-0 Dummy : Dummy 5 7 Input to Output

0, _X / oX 18X 12X 8 X4 X0 X4 X)) i 0000 4
10, 20X X EX X EX D 0.0.0.0.€ :
ZX XXX EXD————— O
i 5 ? v —
o, ZRBRERIRTXRAXTXE) i 9.6 OO (N

Byte1 | Byte2 | Byte3

Figure 46: Fast Read Quad I/O Instruction (Initial instruction or previous M5-4+10, SPl Mode)
32-Bit Address is used when the device operates in 4-Byte Address Mode

| | | | 10s switch from
A23-16 : A15-8 A7-0 ! Dummy Dummy La— Input to Qutput

oc>®®<:
02

Byte 1 Byte 2 By1e3

[TTTTTT]

Figure 47: Fast Read Quad /O Instruction (Previous instruction set M5-4 = 10, SPI Mode)
32-Bit Address is used when the device operates in 4-Byte Address Mode
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Fast Read Quad 1/0 with “8/16/32/64-Byte Wrap Around” in Standard SPI Mode

The Burst with Wrap feature allows applications that use cache to quickly fetch a
critical address and then fill the cache afterwards within a fixed length (8/16/32/64-
bytes) of data without issuing multiple read commands.

When “Wrap Around” is enabled, the data being accessed can be limited to either an
8, 16, 32 or 64-byte section of a 256-byte page. The output data starts at the initial
address specified in the instruction, once it reaches the ending boundary of the 8/16/
32/64-byte section, the output will wrap around to the beginning boundary
automatically until /CS is pulled high to terminate the command.

The Set Burst with Wrap (77h) instruction is used to enable or disable the Wrap
function for the following EBh instructions. It configures three “Wrap Bits” (W6-4). The
W4 bit is used to enable or disable the “Wrap Around” operation while W6-5 is used to
specify the length of the wrap around section within a page. Refer to Section 7.5.11
for a detailed description.
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7.6.16 Fast Read Quad I/0 (EBh) in QPI Mode

The Fast Read Quad I/0O (EBh) instruction is also supported in QPI mode, as shown
in Figure 48.

When QPI mode is enabled, the number of dummy clocks is configured by the Set
Read Parameters (COh) instruction to accommodate a wide range of applications with
different needs for either maximum Fast Read frequency or minimum data access
latency. Depending on the Read Parameter Bits P[5:4] setting, the number of dummy
clocks can be configured as either 2, 4, 6, or 8. The default number of dummy clocks
upon power-up or after a Reset instruction is 2.

“Read Command Bypass Mode” feature is available for Fast Read Quad I/O
instruction also in QPl mode. Refer to Section 6.14.8. In QPI mode, the “Read
Command Bypass Mode” bits M7-0 are also considered as dummy clocks. In the
default setting, the data output will follow the Read Command Bypass Mode bits
immediately.

“Wrap Around” feature is not available in QPI mode for this instruction. To perform a
read operation with fixed data length wrap around in QPI mode, the dedicated Burst
Read with Wrap (0Ch) instruction must be used.

Instruction | : ' : * i I10s switch from

EBh |;0\23-16 5 A15-8 5 AT7-0 5 M7-0 l‘/ Input to Output
10,
10,
10,
10

| Byte1 Byte2 | Byte3

* "Set Read Parameters" instruction (COh) can
set the number of dummy clocks.

Figure 48: Fast Read Quad I/O Instruction (Initial instruction or previous M5-4-+10, QPI Mode)
32-Bit Address is used when the device operates in 4-Byte Address Mode
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7.6.17 Fast Read Quad 1I/0 With 4-Byte Address (ECh)

This instruction is similar to the Fast Read Quad I/O (EBh) instruction except that it
requires 32-bit address instead of 24-bit address, regardless if the device is operating
in 3-Byte or 4-byte Address Mode (ADS). This instruction always requires 32-bit
address to access the entire 4Gb logical address space.

This instruction is only supported in Standard SPI mode.

“Read Command Bypass Mode” feature is available for Fast Read Quad I/0 With 4-
Byte Address instruction. Refer to Section 6.14.8.

“Wrap Around” feature is also available for this instruction. Refer to Section 7.5.11
for a detailed description

I

22 23 M4 25

- Instruction (ECh) - 32-Bit Address o w70 | Dummy | Dummy §| 1108 swilchfrom
L T Inpast to Output

0 X7 O IXXEXEE 0000 an

[TTTTTTI

Figure 49: Fast Read Quad I/O with 4-Byte Address
(Initial instruction or previous M5-4-10, SPI Mode only)

ICS \
e
Modes o0 i 6 7 8 9 10 11 12 13 14 15 16 17
CLK  Moden |

. I H { { | 10s switch from
- 32-Bit Address > M7-0  Dummy | Dummy (|~ inputto Output

l . . : j j i i 5
0, '

Byte 1 Byte 2 Byte 3

Figure 50: Fast Read Quad I/O with 4-Byte Address
(Previous instruction set M5-4=10, SPI Mode only)
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7.6.18 DTR Fast Read Quad 1/0O (EDh)

This instruction is similar to the Fast Read Quad 1/O (EBh) instruction except that
address and data bits are input and output through four pins 10, 104, 105, and 103,
and four Dummy clocks are required in SPI mode prior to the data output. The Quad I/
O dramatically reduces instruction overhead allowing faster random access for code
execution (XIP) directly from the Quad SPI. The Quad Enable bit (QE) of Status
Register-2 must be set to enable this instruction.

“Read Command Bypass Mode” feature is available for DTR Fast Read Quad I/O.
Refer to Section 6.14.8.

19 20 '
[
|-— Instruction (EDh) —;—I azs1a Doarsa D oaro D omran ! 7 Durnmy | | 10 switch from
I I I I Clacks |,¢-"‘_|lnpulwoll-llpul -
7 \_/ 20 000000 00 0.0 aa
I I I I I I |
i —
XX 00 0.0 Gl
I I I I I I |
i —
2090000 0.0 5 N
i i i i ! i |
i —_
209 0.0 0.0 9.0 9.0 .0
* I I | * I | * * | *

_ |
% =MS5B i i | i | Bylel | Byle2 | Byled

Figure 51: DTR Fast Read Quad I/O (Initial instruction or previous M5-4=10, SPI Mode)
32-Bit Address is used when the device operates in 4-Byte Address Mode

J
|

ok o + | LT LT LT L L T L]

az316 | a1sa : aro | omrao : 7 Dummy ' | 105 switch from

I I Clacks " | Input ta Sutput
1y D000 0000

|
| [ l ' ! |
|
200000 a%s
| [ l ' ! |
|
10 Q0 00D 0.0 0.C i -
[ [ I l " ' |
|
2000 00 %
* : : :* : % = 3D :Eytm :TE-I}'I‘.&? :E}'E‘-‘-‘»

[TTTTTTT 1

Figure 52: Fast Read Quad I/O (Previous instruction set M5-4=10, SPI Mode)
32-Bit Address is used when the device operates in 4-Byte Address Mode
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7.6.18.1. DTR Fast Read Quad 1/0 with “8/16/32/64-Byte Wrap Around” in Standard SPI

Mode

The Burst with Wrap feature allows applications that use cache to quickly fetch a
critical address and then fill the cache afterwards within a fixed length (8/16/32/64-
byte) of data without issuing multiple read commands.

When “Wrap Around” is enabled, the data being accessed can be limited to either an
8, 16, 32, or 64-byte section of a 256-byte page. The output data starts at the initial
address specified in the instruction. Once it reaches the ending boundary of the 8/16/
32/64-byte section, the output will wrap around to the beginning boundary
automatically until /CS is pulled high to terminate the command.

The “Set Burst with Wrap (77h) instruction is used to enable or disable the Wrap
function for the following EBh instructions. It configures three “Wrap Bits” (W6-4). The
W4 bit is used to enable or disable the “Wrap Around” operation while W6-5 are used
to specify the length of the wrap around section within a page. Refer to Section 7.5.11
for detailed description.

W77QDS0300 Rev. A8 72 Publication date: November 14, 2023

Downloaded from AFFOW.Com.


http://www.arrow.com

W77Q128JV/IW77Q64JV

-/} winbond I/ 4

7.6.19 DTR Fast Read Quad I/0O (EDh) in QPI Mode

The DTR Fast Read Quad I/O (EDh) instruction is also supported in QPIl mode, as
shown in Figure 53.

“Read Command Bypass Mode” feature is available for DTR Fast Read Quad 1/0
instruction also in QPl mode. Refer to Section 6.14.8. In QPI mode, the “Read
Command Bypass Mode” bits M7-0 are also considered as dummy clocks. In the
default setting, the data output will follow the Read Command Bypass Mode bits
immediately.

“Wrap Around” feature is not available in QPI mode for Fast Read Quad I/O
instruction. To perform a read operation with fixed data length wrap around in QPI
mode, the dedicated DTR Burst Read with Wrap (OEh) instruction must be used.

2 3 a4 5 L] 11 12 13 14 '
L roryc._.mnmrrrr..,
[ wasie | wisa | oaro | wro e tomm ::S:;*:;tm

—

o0 X\ 0000000 _
| | | | |

I ——

0. "7 XKD _

| | | |

| e

o~ X/ @ﬂamoooo ; N

f—

0 X 7 aoeooaoa oaoa —

& = MSE , B;.ll‘.e‘-1 , B;.ll‘.e‘-? | B}'te‘-l

Figure 53: DTR Fast Read Quad I/O (Initial instruction or previous M5-410, QPI Mode)
32-Bit Address is used when the device operates in 4-Byte Address Mode
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7.6.20 Burst Read with Wrap (0Ch)

This instruction provides an alternative way to perform the read operation with “Wrap
Around” in QPI mode.

The instruction is similar to the Fast Read (0Bh) in QPI Mode instruction, except the
addressing of the read operation will “Wrap Around” to the beginning boundary of the
“Wrap Length” once the ending boundary is reached.

The “Wrap Length” and the number of dummy clocks can be configured by the Set
Read Parameters (COh) instruction.

This instruction is supported also in DTR mode (Section 7.6.21).

__L“"BE{E_@_- 0 1 2 3 4 5 6 7 8 9 10 1 12 13 14
CLK  Mode0 ! ||||||||||

Instruction | ! | | i 10s switch from
och A23-16 f A15-8 A7-0 Dummy* / " Input to Output

I QIO 0 G.000amn 00,00
o, XN\ AXEXEEE0——EXD -

0, _ X\ @@@@99 0.60.0.6 Gl
v ’ ! —_—
0, | |

| Bytel | Byte2 | Byte3

* "Set Read Parameters” instruction (COh) can
set the number of dummy clocks.

Figure 54: Burst Read with Wrap Instruction (QPI Mode Only)
32-Bit Address is used when the device operates in 4-Byte Address Mode
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7.6.21 DTR Burst Read with Wrap (0Eh)

This instruction is similar to the Burst Read with Wrap (0Ch) instruction, except for the
instruction format which is in DTR mode as describe in Figure 55.

2 3 4 5 1 12 13 14

I ) N A
T mve | wse | a0 o SEEM ol DS

—
0 X\ @@moo ° —
10, @Q@QQ 1 O@@@C:
—
0. X\ EXEXEXEXEE ; —
: | i Y —
' ' ' * " * -

% = MSB i : 5 Byte1 | Byte2 | Byte3

Figure 55: DTR Burst Read with Wrap Instruction (QPI Mode only)
32-Bit Address is used when the device operates in 4-Byte Address Mode
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7.7 Standard Write Instructions

This section describes standard Flash instructions to modify Flash contents (program
and erase):

W77QDS0300 Rev. A8
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Page Program (PP) (02h)

Page Program With 4-Byte Address (PP4B) (12h)
Quad Input Page Program (QIPP) (32h)

Quad Input Page Program With 4-Byte Address (QIPP4B) (34h)
Sector Erase (SER) (20h)

Sector Erase With 4-Byte Address (SER4B) (21h)
32KB Block Erase (BER32) (52h)

64KB Block Erase (BER) (D8h)

64KB Block Erase With 4-Byte Address (BER4B) (DCh)
Chip Erase (CE) (C7h/60h)

Erase/Program Suspend (75h)

Erase/Program Resume (7Ah)

Refer also to these instructions:

Write Enable (06h)

Write Disable (04h)

Individual Block/Sector Lock (36h)
Individual Block/Sector Unlock (39h)
Global Block/Sector Lock (7Eh)
Global Block/Sector Unlock (98h)
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Page Program (PP) (02h)

This instruction allows up to 256 bytes of data to be programmed at previously erased
(FFh) memory locations.

A Write Enable (06h) instruction must be executed before the device will accept the
Page Program Instruction (Status Register bit WEL = 1).

The instruction is initiated by driving the /CS pin low then shifting the instruction code
“02h” followed by a 24/32-bit address (A31/A23-A0) and at least one data byte, into
the DI pin. The /CS pin must be held low for the entire length of the instruction while
data is being sent to the device. The Page Program instruction sequence is shown in
Figure 56 and Figure 57, below.

If an entire 256 byte page is to be programmed, the last address byte (the 8 least
significant address bits) should be set to 0. If the last address byte is not zero, and the
number of clocks exceeds the remaining page length, the addressing will wrap to the
beginning of the page. In some cases, less than 256 bytes (a partial page) can be
programmed without having any effect on other bytes within the same page. One
condition to perform a partial page program is that the number of clocks cannot
exceed the remaining page length. If more than 256 bytes are sent to the device the
addressing will wrap to the beginning of the page and overwrite previously sent data.

As with the write and erase instructions, the /CS pin must be driven high after the
eighth bit of the last byte has been latched. If this is not done, the Page Program
instruction will not be executed.

After /CS is driven high, the self-timed Page Program instruction will commence for a
time duration of tpp (See AC Characteristics). While the Page Program cycle is in
progress, the Read Status Register instruction (see Section 7.5.4) may still be
accessed for checking the status of the BUSY bit. The BUSY bit is a 1 during the
Page Program cycle and becomes a 0 when the cycle is finished and the device is
ready to accept other instructions again. After the Page Program cycle has finished
the Write Enable Latch (WEL) bit in the Status Register is cleared to 0.

The Page Program instruction is not executed if the addressed page is protected by
the Block Protect (CMP, SEC, TB, BP2, BP1, and BPO) bits or the Individual Block/
Sector Locks.
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Ics N\
_Mode3 0 1 2 3 4 5 6 7 8 9 10 28 29 30 31 32 33 34 35 36 37 38 39 _
- - Instruction (02h) - 24-Bit Address > Data Byte 1 -
DI
109 —X N\ 96000660960 o
*
* = MSB
ICS /
MR R R B2 E R R
39 40 41 42 43 44 45 46 47 48 49 S50 51 52 53 54 55 & & 8 8 & & & & Mode3

OLK —l_I_I_I_I_I_I_I_I_I_I_I_I_I_I_I_I_I_I_I_IJ_I_FI_I_I_I_I_I_I_FI_ m

Data Byte 2 Data Byte 3 Data Byte 256 -

(09 -2 9660900096006600 06600000.‘

Figure 56: Page Program Instruction (SPI Mode))
32-Bit Address is used when the device operates in 4-Byte Address Mode

w P~ @ (=]
__Mode3 0 1 2 3 4 5 6 7 8 9 10 11 12 13 5 © b b __Mode3__
CLK _ Modeo ! Mode 0
'“5‘5;;““2. A23-16 | A158 | A7-0 | Bytel Byte 2 Byte 3 : | Erte 265 '  Byn 200 '

X\

s X\

Figure 57: Page Program Instruction (QPI Mode))
32-Bit Address is used when the device operates in 4-Byte Address Mode
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7.7.2 Page Program With 4-Byte Address (PP4B) (12h)

This instruction is similar to the Page Program (PP) (02h) instruction except that it
requires 32-bit address instead of 24-bit address, regardless if the device is operating
in 3-Byte or 4-byte Address Mode. This instruction will always require 32-bit address
to access the entire 4Gb logical address space.

36 37 38 30 40 41 42 43 44 45 46 47

ion (12h) ; 32-BitAddress —we—— DataBytel —»
2] —en
109 — X\ £ N\ ©.6.0.0.0 0000600
w w
*=MSB
ics ¥
€ 5 B 2 2 8 B &
o AT a8 48 S0 51 52 53 &4 55 56 &7 53 59 60 61 62 63 F &8 # R BE 8 B & Mode3

CLK Mods 0

l«—— DamBye2 : DataByte3 —»—|e—— DataByte256 —»]
[
D 9.0.6.0 600060060660 000000006000
* *

*

Figure 58: Page Program with 4-Byte Address (SPI Mode Only)
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7.7.3 Quad Input Page Program (QIPP) (32h)

This instruction is similar to the Page Program (PP) (02h) instruction, except that
address and data are input using four pins: 10, 104, 105, and 10s. It allows up to 256
bytes of data to be programmed at previously erased (FFh) memory locations.

The Quad Input Page Program improves programming performance for applications
that have slow SPI clock speeds (<5MHz), where the SPI transaction takes a
significant amount of time. Systems with faster clock speed will see only a small
benefit for the Quad Input Page Program instruction since the inherent page program
time is much greater than the time it takes to clock-in the data.

To use Quad Input Page Program the Quad Enable (QE) bit in Status Register-2 must
be set to 1. A Write Enable (06h) instruction must be executed before the device will
accept the Quad Input Page Program instruction (Status Register-1, WEL=1).

The instruction is initiated by driving the /CS pin low then shifting the instruction code
“32h” followed by a 24/32-bit address (A31/A23-A0) and at least one data byte, into
the 1O pins. The /CS pin must be held low for the entire length of the instruction while
data is being sent to the device.

The Quad Input Page Program instruction is not executed if the addressed page is
protected by the Block Protect (CMP, SEC, TB, BP2, BP1, and BPO) bits or the
Individual Block/Sector Locks.

The Quad Page Input Program instruction sequence is shown in Figure 59.

ICS N

|.-— Instruction (32h) —»}.— 24-Bit Address —>|
100 X\ (EXEXE~ XXX
*

10, i
10,
10,
* = MSB
ICS /
w P~ [ve] (o] o — o™ (4]
31 32 33 34 3 36 37 B B 8 B 3 3 &8 3 Mode 3

| Byte1 | Byte2 | Byte3 |

Figure 59: Quad Input Page Program Instruction (SPI Mode only)
32-Bit Address is used when the device operates in 4-Byte Address Mode
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7.7.4 Quad Input Page Program With 4-Byte Address (QIPP4B) (34h)

This instruction is similar to the Quad Input Page Program (QIPP) (32h) instruction
except that it requires 32-bit address instead of 24-bit address, regardless if the
device is operating in 3-Byte or 4-byte Address Mode. This instruction always requires
32-bit address to access the entire 4Gb logical address space.

ics _\ .
Mode 3 . 0 1 2 3 4 5 ] 7 8 9 10 - 37 B3 39 .
f+——  Instruction (34h) —;{<— 32-Bit Address —»|
10 _ X N\ ©.0.050 .6 0. O
*
10
10;
10y
* = MSB
fle==] S/
. 38 40 a1 42 43 44 45
CLK

Byte | Byte | Byte | Byte !

BF‘“EBF‘”EBY‘”E 253 | 254 | o255 | o5g |
D 0.0 00 00l 00000000
o, OO — OO
NE% 0000 =00 060000 e
e 2.0 00002l 00000000

* fok ] ‘ * ] tok ]

Figure 60: Quad Input Page Program with 4-Byte Address (SPI Mode Only)
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7.7.5 Sector Erase (SER) (20h)

This instruction sets all memory within a specified sector (4K-bytes) to the erased
state of all 1s (FFh). A Write Enable (06h) instruction must be executed before the
device will accept the Sector Erase Instruction (Status Register bit WEL must equal
1). The instruction is initiated by driving the /CS pin low and shifting the instruction
code “20h” followed a 24/32-bit sector address (A31/A23-A0). The Sector Erase
instruction sequence is shown in Figure 61 and Figure 62.

The /CS pin must be driven high after the eighth bit of the last byte has been latched.
If this is not done, the Sector Erase instruction will not be executed. After /CS is driven
high, the self-timed Sector Erase instruction will commence for a time duration of tSE
(See AC Characteristics). While the Sector Erase cycle is in progress, the Read
Status Register instruction (see Section 7.5.4) may still be accessed for checking the
status of the BUSY bit. The BUSY bit is a 1 during the Sector Erase cycle and
becomes a 0 when the cycle is finished and the device is ready to accept other
instructions again. After the Sector Erase cycle has finished the Write Enable Latch
(WEL) bit in the Status Register is cleared to 0.

The Sector Erase instruction is not executed if the addressed page is protected by the
Block Protect (CMP, SEC, TB, BP2, BP1, and BPO) bits or the Individual Block/Sector
Locks.

_Mode3 0 1 2 3 4 5 6 7 8 9 20 30 31 _ Mode3 _
CLK Mode 0 i | | | I | | | | | | | | | | | | | | | | Mode 0
e Instruction (20h) --:»- - 24-Bit Address >|
DI —
(10,) X\ / \ A2X22)= =2 XXX X
*
DO High Impedance
(10, * = MSB

Figure 61: Sector Erase Instruction (SPI Mode)
32-Bit Address is used when the device operates in 4-Byte Address Mode
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}_msimctio
20h

A23-16 | A15-8 | A7-0

@@@GGGQA

@@@QQQ.‘

Figure 62: Sector Erase Instruction (QPI Mode)
32-Bit Address is used when the device operates in 4-Byte Address Mode
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7.7.6 Sector Erase With 4-Byte Address (SER4B) (21h)

This instruction is similar to the Sector Erase (SER) (20h) instruction except that it
requires 32-bit address instead of 24-bit address, regardless if the device is operating
in 3-Byte or 4-byte Address Mode, This instruction always requires 32-bit address to
access the entire 4Gb logical address space.

s T\ Ve

Mode 3 0 1 2 3 4 5 =] 7 8 g 37 38 39 Mode 3
B sassdesmiass

CLK Mode 0

Mode 0 &

|< Instruction (21h) "'r‘ 32-Bit Address

-'i
100 —X\ 7N XXX X
*
Do High Impedance
(104) * = MSB

Figure 63: Sector Erase with 4-Byte Address Instruction (SPI Mode Only)

W77QDS0300 Rev. A8

Downloaded from AFFOW.Com.

84 Publication date: November 14, 2023


http://www.arrow.com

W77Q128JV/IW77Q64JV

-/} winbond I/ 4

7.7.7 32KB Block Erase (BER32) (52h)

This instruction sets all memory within a specified block (32 Kb) to the erased state of
all 1s (FFh). A Write Enable (06h) instruction must be executed before the device will
accept the Block Erase Instruction (Status Register bit WEL must equal 1).

The instruction is initiated by driving the /CS pin low and shifting the instruction code
“52h” followed a 24/32-bit block address (A31/A23-A0). The Block Erase instruction
sequence is shown in Figure 64 and Figure 65.

The /CS pin must be driven high after the eighth bit of the last byte has been latched.
If this is not done, the Block Erase instruction is not executed. After /CS is driven high,
the self-timed Block Erase instruction commences for a time duration of tBE1 (See AC
Characteristics). While the Block Erase cycle is in progress, the Read Status Register
instruction (see Section 7.5.4) may still be accessed for checking the status of the
BUSY bit. The BUSY bit is 1 during the Block Erase cycle and becomes 0 when the
cycle is finished and the device is ready to accept other instructions again. After the
Block Erase cycle has finished, the Write Enable Latch (WEL) bit in the Status
Register is cleared to 0.

The Block Erase instruction is not executed if the addressed page is protected by the
Block Protect (CMP, SEC, TB, BP2, BP1, and BPO0) bits or the Individual Block/Sector
Locks.

Instruction (52h) 4>\<— 24-Bit Address —»
(|0) —~2 X XOX X

DO High Impedance
(10,)

* = MSB

Figure 64: 32KB Block Erase Instruction (SPI Mode)
32-Bit Address is used when the device operates in 4-Byte Address Mode
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Instruction
52h

EXEXEEXEXX X

X7
X7 5
X\

A23-16 | A158 | A7-0

\/

EXEEDOEKX

Figure 65: 32KB Block Erase Instruction (QPI Mode)
32-Bit Address is used when the device operates in 4-Byte Address Mode
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7.7.8 64KB Block Erase (BER) (D8h)

This instruction sets all memory within a specified block (64 Kbytes) to the erased
state of all 1s (FFh). A Write Enable (06h) instruction must be executed before the
device will accept the Block Erase Instruction (Status Register bit WEL must equal 1).

The instruction is initiated by driving the /CS pin low and shifting the instruction code
“D8h” followed by a 24/32-bit block address (A31/A23-A0). The Block Erase
instruction sequence is shown in Figure 66 and Figure 67.

The /CS pin must be driven high after the eighth bit of the last byte has been latched.
If this is not done, the Block Erase instruction will not be executed. After /CS is driven
high, the self-timed Block Erase instruction will commence for a time duration of tBE
(See AC Characteristics). While the Block Erase cycle is in progress, the Read Status
Register instruction (see Section 7.5.4) can still be accessed for checking the status
of the BUSY bit. The BUSY bit is 1 during the Block Erase cycle and becomes 0 when
the cycle is finished and the device is ready to accept other instructions again. After
the Block Erase cycle has finished, the Write Enable Latch (WEL) bit in the Status
Register is cleared to 0.

The Block Erase instruction will not be executed if the addressed page is protected by
the Block Protect (CMP, SEC, TB, BP2, BP1, and BPO) bits or the Individual Block/
Sector Locks.

Mode 3 0 1 2 3 4 5 6 7 8 9 29 30 31 Mode 3

}47 Instruction (D8h) ———m»«— 24-Bit Address —»{
(Ig;) X/ \_/ XXX X
*

DO High Impedance

* = MSB

Figure 66: 64KB Block Erase Instruction (SPI Mode)
32-Bit Address is used when the device operates in 4-Byte Address Mode
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Instruction
D8h

EXEXEEXEXX X

A23-16 | A158 | A7-0

X7
X7 5
X7

\/

EXEEDOEKX

Figure 67: 64KB Block Erase Instruction (QPI Mode)
32-Bit Address is used when the device operates in 4-Byte Address Mode
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7.7.9 64KB Block Erase With 4-Byte Address (BER4B) (DCh)

This instruction is similar to the 64KB Block Erase (BER) (D8h) instruction except that
it requires 32-bit address instead of 24-bit address, regardless if the device is
operating in 3-Byte or 4-byte Address Mode. This instruction always requires 32-bit
address to access the entire 4Gb logical address space.

/cs N\ ) /
_Modes o0 1 2 3 4 5 B 7 8 9 37 38 39 Meded
CLK  Mode 0 Mocle 0
- Instruction (DCh) >« 32BitAddress — |
DI vy
oy —X /' Nt XXX X
*

Do High Impedance
(10 * = MSB

Figure 68: 64KB Block Erase with 4-Byte Address Instruction (SPI Mode Only)
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7.7.10 Chip Erase (CE) (C7h/60h)

This instruction sets all memory within the device to the erased state of all 1s (FFh).
The command is mapped to Erase Section-0 (regardless of the Safe Fallback
function), and is subject to legacy write protection mechanisms as well as to security
policies affecting Section-0.

Note: This legacy instruction is deprecated and replaced by the Secure FORMAT and
SFORMAT commands, and should not be used in new applications.

A Write Enable (06h) instruction must be executed before the device will accept the
Chip Erase Instruction (Status Register bit WEL must equal 1).

The instruction is initiated by driving the /CS pin low and shifting the instruction code
“C7h” or “60h”. The Chip Erase instruction sequence is shown in Figure 69.

The /CS pin must be driven high after the eighth bit has been latched. If this is not
done, the Chip Erase instruction will not be executed. After /CS is driven high, the
self-timed Chip Erase instruction will commence for a time duration of tCE (See AC
Characteristics). While the Chip Erase cycle is in progress, the Read Status Register
(see Section 7.5.4) instruction may still be accessed to check the status of the BUSY
bit. The BUSY bit is 1 during the Chip Erase cycle and becomes 0 when finished and
the device is ready to accept other instructions again. After the Chip Erase cycle has
finished, the Write Enable Latch (WEL) bit in the Status Register is cleared to 0.

The Chip Erase instruction will not be executed if any memory region is protected by
the Block Protect (CMP, SEC, TB, BP2, BP1, and BPO0) bits or the Individual Block/
Sector Locks.

-Moded 0 1 __Mode3 _
CLK  Mode0 ! Mode 0
Instruction
~c7hieon
10, X\ / \ X
o, X \ / \ X
DO High Impedance 10, Z / \ Z
(10,)
o, _X / /L X __
Figure 69: Chip Erase Instruction for SPI Mode (left) or QPI Mode (right)
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7.7.11 Erase/Program Suspend (75h)

This instruction allows the system to interrupt a Sector or Block Erase operation or a
Page Program operation and then read from or program/erase data to, other sectors
or blocks. The Erase/Program Suspend instruction sequence is shown in Figure 70

and Figure 71.

e Program Suspend is valid only during the Page Program or Quad Page Program
operation.

o \Write Status Register and Page Program instructions are not allowed during
Program Suspend.

e Erase Suspend is valid only during the Sector or Block erase operation.
If received during the Chip Erase (CE) (C7h/60h) operation, the Erase Suspend
instruction is ignored.

e The Write Status Register instructions (Section 7.5.5) and Erase instructions (20h,
52h, D8h, C7h, 60h, 44h) are not allowed during Erase Suspend.

The Erase/Program Suspend instruction (75h) will be accepted by the device only if
the SUS bit in the Status Register equals 0 and the BUSY bit equals 1 while a Sector
or Block Erase or a Page Program operation is on-going. If the SUS bit equals 1 or
the BUSY bit equals 0, the Suspend instruction will be ignored by the device.

A maximum of time of “tgyg” (See AC Characteristics) is required to suspend the
erase or program operation. The BUSY bit in the Status Register will be cleared from
1 to 0 within “tgg” and the SUS bit in the Status Register will be set from 0 to 1
immediately after Erase/Program Suspend. For a previously resumed Erase/Program
operation, it is also required that the Suspend instruction “75h” is not issued earlier
than a minimum of time of “tg;g” following the preceding Resume instruction “7Ah”.

An unexpected power off during the Erase/Program suspend state will reset the
device and release the suspend state. The SUS bit in the Status Register will also
reset to 0. The data within the page, sector or block that was being suspended may
become corrupted. It is recommended that the user implement system design
techniques against the accidental power interruption and preserve data integrity
during erase/program suspend state.

Notes:

e Secure operations are atomic and cannot be suspended. Secure operations are
not allowed when another operation is suspended.
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-+—— |Instruction (75h) 4>{
o XN/ XXX X [ XX

DO High Impedance
(I0,)

r B
Accept instructions

Figure 70: Erase/Program Suspend Instruction (SPI Mode)

% _X / X X
o, _ X/ /L X X
o, X/ X X
s _ X\ /[ X X X X

Figure 71: Erase/Program Suspend Instruction (QPI Mode)
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7.7.12 Erase/Program Resume (7Ah)

This instruction must be written to resume a Sector or Block Erase operation, or a
Page Program operation after an Erase/Program Suspend (75h).

The Resume instruction is accepted by the device only if the SUS bit in the Status
Register equals 1 and the BUSY bit equals 0.

After issued the SUS bit is cleared from 1 to 0 immediately, the BUSY bit is set from 0
to 1 within 200 ns and the Sector or Block will complete the erase operation or the
page will complete the program operation. If the SUS bit equals 0 or the BUSY bit
equals 1, the Resume instruction “7Ah” will be ignored by the device. The Erase/
Program Resume instruction sequence is shown in Figure 72 and Figure 73.

Resume instruction is ignored if the previous Erase/Program Suspend operation was
interrupted by unexpected power off. It is also required that a subsequent Erase/
Program Suspend instruction not be issued within a minimum of time of “tgyg”
following a previous Resume instruction.

}47 Instruction (7Ah) 4’7
(Iglu) —Y—\ / \_/_\_/( X X X

.

Resume previously
suspended Program or
Erase

Figure 72: Erase/Program Resume Instruction (SPI Mode)
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/ICS \ //
.. I I RO Mode3 ____.
CLK  Mode 0 : | | I | Mode 0
Instruction
7Ah
o _ X/ /.l X X X
o, __X / XXX
o, X/ /X X X
o, _ X\ /X X X
Resume previously g
suspended Program or
Erase

Figure 73: Erase/Program Resume Instruction (QPI Mode)
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7.8 Standard Auxiliary Instructions

W77QDS0300 Rev. A8

Downloaded from AFFOW.Com.

This section describes standard Flash instructions to perform auxiliary device
functions:

Power-Down (B9h)

Release Power-Down/Device ID (ABh)

Read Manufacturer/Device ID (90h)

Read Manufacturer/Device ID Dual I/0 (92h)
Read Manufacturer/Device 1D Quad I/O (94h)
Read Unigue ID Number (4Bh)

Read JEDEC ID (9Fh)

Read SFDP Register (5Ah)

Erase Security Regqister (44h)

Program Security Register (42h)

Read Security Register (48h)

Enter QPI Mode (38h)

Exit QPI Mode (FFh)

Enable Reset (66h) and Reset Device (99h)
Software Die Select (C2h)

Read Extended Address Register (C8h)
Write Extended Address Register (C5h)
Enter 4-Byte Address Mode (B7h)

Exit 4-Byte Address Mode (E9h)
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7.8.1 Power-Down (B9h)

Although the standby current during normal operation is relatively low, standby current
can be further reduced with the Power-Down instruction. The lower power
consumption makes the Power-down instruction especially useful for battery powered
applications (See ICC1 and ICC2 in AC Characteristics).

The instruction is initiated by driving the /CS pin low and shifting the instruction code
“B9h” as shown in Figure 74 and Figure 75.

The /CS pin must be driven high after the eighth bit has been latched. If this is not
done, the Power-Down instruction will not be executed. After /CS is driven high, the
power-down state will be entered within the time duration of tbp (See AC
Characteristics).

While in the power-down state, only the Release Power-Down/Device ID (ABh)
instruction, which restores the device to normal operation, will be recognized. All other
instructions are ignored. This includes the Read Status Register instruction (see
Section 7.5.4), which is always available during normal operation. Ignoring all but one
instruction makes the power-down state a useful condition for securing maximum
write protection.

The device always powers-up in the normal operation with the standby current of
ICC1. After the Power-Down instruction is accepted, the device will lose all the current
volatile Status Register bits, refer to Section 8.2.

Notes:

e Integrity verification status of each Section is maintained through the power-down
state (no need to verify Section integrity again after power-down).

-+ tDP ——»
Moge3 o 1 2 3 4 5 6 7 | | Mode3 ________
[}
CLK Modeolllllllllllllllll Mode 0
|

nd - Instruction (BSh) - ’J|

ol N X /X X X X X

-
|

Stand-by current Power-down current

A

Figure 74: Deep Power-Down Instruction (SPI Mode)
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lnstg.é;tion
X

X/ X

o _X/ /L X X
_ X\ X
X/

/X X
X X X X X

o

Stand-by current Power-down current

Figure 75: Deep Power-Down Instruction (QPI Mode)
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Release Power-Down/Device ID (ABh)

This instruction is a multi-purpose instruction. It can be used to release the device
from the power-down state, or to obtain the devices electronic identification (ID)
number.

To release the device from the power-down state, the instruction is issued by driving
the /CS pin low, shifting the instruction code “ABh” and driving /CS high as shown in
the figures below. Release of power-down takes the time duration of tRES1 (See AC
Characteristics) before the device resumes normal operation and other instructions

are accepted. The /CS pin must remain high during the tRES1 time duration.

When used only to obtain the Device ID while not in the power-down state, the
instruction is initiated by driving the /CS pin low and shifting the instruction code “ABh”
followed by 3-dummy bytes. The Device ID bits are then shifted out on the falling
edge of CLK with most significant bit (MSB) first. The Device ID value for the W77Q is
listed in the Manufacturer and Device Identification table. The Device ID can be read
continuously. The instruction is completed by driving /CS high.

-
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Power-down current Stand-by current

Figure 76: Release Power-Down Instruction (SPI Mode)
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Mode 3 0 1 Mode 3

Instruction
ABh

N
d
>

X
X X X [ X X

Power-down current Stand-by current

Figure 77: Release Power-Down Instruction (QPI Mode)

ICS \ m /
T AL
CLK : H Mode

I"i Instruction (ABh) 4’}"* 3-Dummy Bytes 4"| 1'[
o X7 -~ XX XX XX XXX
D
* “‘— DevicelD — »
Do Hioh mpodence I XXX XXX XK
(10,) - 960066 .0.0
* =MSB

Figure 78: Device ID Instruction (SPI Mode)
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Figure 79: Device ID Instruction (QPI Mode)
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7.8.3 Read Manufacturer/Device ID (90h)

This instruction is an alternative to the Release Power-Down/Device ID (ABh)
instruction that provides both the JEDEC assigned manufacturer ID and the specific
device ID.

The Read Manufacturer/Device ID instruction is very similar to the Release Power-
Down/Device ID (ABh) instruction.

The instruction is initiated by driving the /CS pin low and shifting the instruction code
“90h” followed by a 24-bit address (A23-A0) of 000000h. After which the Manufacturer
ID for Winbond (EFh) and the Device ID are shifted out on the falling edge of CLK with
most significant bit (MSB) first as shown in Figure 80. The Device ID values for the
device are listed in Section 7.3. The instruction is completed by driving /CS high.

Mode 3 0 1 2 3 4 5 6 7 8 9 10 28 29 30 3N

CLK  Modeo | N
- - Instruction (90h) - > - Address (000000h) - -
DI _ -=-
(|ou)_x_/ \_/_\ (BX22X21) M---
*

DO High Impedance
(10,)

* = MSB
ICS /

31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 Mode 3

— (o Mode3d
CLK —[||||||||||||||||||||||||||||||- Mode 0

(.og)_oxx XX ><§>< XXX
R oooooeoo

4— Manufacturer ID (EFh) —-—47 Device ID

Figure 80: Read Manufacturer/Device ID Instruction (SPI Mode)
Note: 24-Bit Address field (000000h) is used regardless of device 3B/4B addressing mode (ADS)
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7.8.4 Read Manufacturer/Device ID Dual I/0 (92h)

This instruction is an alternative to the Read Manufacturer/Device ID (90h) instruction
that provides both the JEDEC assigned manufacturer ID and the specific device ID at
2x speed.

The instruction format is similar to the Fast Read Dual 1/O (BBh) instruction. The
instruction is initiated by driving the /CS pin low and shifting the instruction code “92h”
followed by a 24/32-bit address (A31/A23-A0) of 000000h, but with the capability to
input the Address bits two bits per clock. After which the Manufacturer ID for Winbond
(EFh) and the Device ID are shifted out 2 bits per clock on the falling edge of CLK with
most significant bits (MSB) first as shown in Figure 81.

The Device ID values for the W77Q are listed in Section 7.3.

If the 24/32-bit address is initially set to 000001h the Device ID is read first, followed
by the Manufacturer ID. The Manufacturer and Device IDs can be read continuously,
alternating from one to the other. The instruction is completed by driving the /CS pin
high.

ICS N,

Mode 3 0 1 2 3 4 5 6 7 8 9 0 11 12 13 14 15 16 17 18 19 20 21 22 23

DO High Impedance i
(10,) 90000060 600000004a8
* 2 | & i x 1

* =M 5B ;
IC3 i

23 24 25 X% 2r 28 29 30 31 32 33 34 35 I 3IT B Mode 3

MFR ID | * DeviceID
(repeat) ' (repeat)

| x 1 | o*
lw— MFRID —miw— DevicelD —wia—

Figure 81: Read Manufacturer/Device ID Dual I/O Instruction (SPI Mode only)
32-Bit Address is used when the device operates in 4-Byte Address Mode

Note: The Read Command Bypass Mode bits M(7-0) must be set to Fxh to be compatible with
the Fast Read Dual I/O instruction.
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7.8.5 Read Manufacturer/Device ID Quad 1/0 (94h)

This instruction is an alternative to the Read Manufacturer/Device ID (90h) instruction
that provides both the JEDEC assigned manufacturer ID and the specific device ID at
4x speed.

The instruction format is similar to the Fast Read Quad I/O (EBh) instruction. The
instruction is initiated by driving the /CS pin low and shifting the instruction code “94h”
followed by a four clock dummy cycles and then a 24/32-bit address (A31/A23-A0) of
000000h, but with the capability to input the Address bits four bits per clock. After
which, the Manufacturer ID for Winbond (EFh) and the Device ID are shifted out four
bits per clock on the falling edge of CLK with most significant bit (MSB) first as shown

in Figure 82.
The Device ID values for the W77Q are listed in Section 7.3.
If the 24/32-bit address is initially set to 000001h, the Device ID is read first, followed

by the Manufacturer ID. The Manufacturer and Device IDs can be read continuously,
alternating from one to the other. The instruction is completed by driving /CS high.

e N\
__Mode3 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 2 23 __
CLK  Moden
- Instruction (94h) = A2316 = A15-8 {?sz] M7-0 | Dummy | Dummy L :f:uf“"':g‘umr:‘
o, _X / 00000000 000N
High Impedance i
10, S XA XEXIXE XXX D) 0.0 .0 (N
High Impedance -
10, s X2 X e X2 X X2 Xe X2) X 2Xe Xz .
High Impedance v .
10, 2.0.0.0.0.0 0.0 0.0 OGN
MFRID | Device ID
CS F
.23 24 25 26 27 28 20 30 Moded_
CLK E Modad
LD ©.0.0 00000 6

10, )

A
2.0.9.0.0.0.0.0 08X
20000606000 8
29,000 0.0 0.0 6

MFRID | DevicelD | MFRID | Device ID
(repeat) (repeat) (repeat) {repeat)

0, -
10, .

Figure 82: Read Manufacturer/Device ID Quad I/O Instruction (SPI Mode only)
32-Bit Address is used when the device operates in 4-Byte Address Mode

Note: The “Read Command Bypass Mode” bits M(7-0) must be set to Fxh to be compatible with
the Fast Read Quad /O instruction.
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7.8.6 Read Unique ID Number (4Bh)

This instruction accesses a factory-set read-only 64-bit number that is unique to each
W77Q device. The ID number can be used in conjunction with user software methods
to help prevent copying or cloning of a system. The Read Unique ID Number
instruction is initiated by driving the /CS pin low and shifting the instruction code “4Bh”
followed by a four bytes of dummy clocks. After which the 64-bit ID is shifted out on
the falling edge of CLK as shown in Figure 83.

Note: Secure applications must use the GET_WID or GET_SUID secure commands to read
the Secure Unique Device ID issued by Winbond or by the User.

ICS \

_Mode3 0 1 2 3 4 5 8 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 _
CLK Modeu ]

- Instruction (4Bh) ————»<«———— DummyByte1 ———»<——— DummyByte2 ———»
DI
(10,) XN AN 2 N A :
Do High Impedance
(10,)
ICS /
(=] —

.23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 § & & ___Mode3_

CLK i Mode 0
- Dummy Byte 3 ———»<«———— Dummy Byte 4 -
DI
(10, ~~ CZ:
- Y
DO High Impedance
(10,) 63 XE2X61) 600
* =MSB < 64-bit Unique Serial Number —»
Figure 83: Read Unique ID (SPI Mode only)
Note: 5 Dummy Bytes are required when the device is operating in 4-Byte Address Mode
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For compatibility reasons, the device provides several instructions to electronically
determine the identity of the device. The Read JEDEC ID instruction is compatible
with the JEDEC standard for SPI compatible serial memories that was adopted in

2003.

The instruction is initiated by driving the /CS pin low and shifting the instruction code
“OFh”. The JEDEC-assigned Manufacturer ID byte for Winbond (EFh) and two Device
ID bytes, Memory Type (ID15-ID8) and Capacity (ID7-1D0) are then shifted out on the
falling edge of CLK with most significant bit (MSB) first as shown in Figure 84 and

Figure 85.

For memory type and capacity values, refer to Section 7.3.

ics \
__Mode3_ 0 1 2 3 4 5 & 12 13 14 15
CLK Mode !
e - Instruction (9Fh)
DI
w0y X/ \__/ X X
: Manufacturer ID (EFh) -
DO High Impedance \
(10,)
* =MSB
iCS /
__15 18 17 18 19 20 21 22 23 24 25 26 27 28 29 30 ___Mode3d
CLK ! Mode 0
]|
(10,) : X X X X X X
:‘- Memory Type ID15-8 - -

Do --
(0, 0.0.0 6.0 0000006000
* *

Figure 84: Read JEDEC ID Instruction (SPI Mode)

| Instruction 10s switch from

0000

.4._9’:'1—-» o " Input to Output
o, X /

o TX\_/

0, X\ /

o, X / '

EFh

Figure 85: Read JEDEC ID Instruction (QPI Mode)
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7.8.8 Read SFDP Register (5Ah)

The W77Q features a 256-Byte Serial Flash Discoverable Parameter (SFDP) register
that contains information about device configurations, available instructions, and
other features. The SFDP parameters are stored in one or more Parameter
Identification (PID) tables. Currently, three PID tables are specified, but more may be
added in the future.The Read SFDP Register instruction is compatible with the SFDP
standard initially established in 2010 for PC and other applications, as well as with the
JEDEC standard JESD216 published in 2011. Most Winbond SpiFlash Memories
shipped after June 2011 (date code 1124 and beyond) support the SFDP feature as
specified in the applicable datasheet.

The Read SFDP instruction is initiated by driving the /CS p|n Iow and shifting the
instruction code “5Ah” followed by a 24-bit address (A23-A0)(") into the DI pin. Eight
“dummy” clocks are also re U|red before the SFDP register contents are shifted out
on the falling edge of the 40" CLK with most significant bit (MSB) first as shown in
Figure 86. For SFDP register values and descriptions, refer to the Winbond
Application Note for SFDP Definition Table.

Note: A23-A8 = 0; A7-A0 are used to define the starting byte address for the 256-Byte SFDP

Register.
/CS \
__Mode3 0 1 2 3 4 5 6 7 8 9 10 28 29 30 3 __
CLK Mode0=|||I|||||||I|||I||||||
la Instruction (5Ah) > 24-Bit Address >
(0] . e
(10,) X\ @@ "@@@@---
DO High Impedance
(10,)
ICS
31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55
CLK |
Dummy Byte I _
0y .2 06606900 X X X X X X X X _
Data Out 1 . . - Data Out 2 -
DO High Impedance
(0,) G @00090096006900 7

* = MSB

Figure 86: Read SFDP Register Instruction Sequence Diagram
Only 24-Bit Address is required when the device is operating in either 3-Byte or 4-Byte Address Modes
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7.8.9 Erase Security Register (44h)

The W77Q offers three 256-byte Security Registers which can be erased and
programmed individually. These registers may be used by system manufacturers to
store security and other important information separately from the main memory
array.

The instruction format is similar to the Sector Erase (SER) (20h) instruction. A Write
Enable (06h) instruction must be executed before the device will accept the Erase
Security Register Instruction (Status Register bit WEL must equal 1).

The instruction is initiated by driving the /CS pin low and shifting the instruction code
“44h” followed by a 24/32-bit address (A31/A23-A0) to erase one of the three security

registers.

ADDRESS A31/A23-16 A15-12 Al11-8 A7-0
Security Register #1 00h 0001 0000 Don’t Care
Security Register #2 00h 0010 0000 Dont Care
Security Register #3 00h 0011 0000 Dont Care

The Erase Security Register instruction sequence is shown in Figure 87.

The /CS pin must be driven high after the eighth bit of the last byte has been latched.
If this is not done, the instruction will not be executed. After /CS is driven high, the
self-timed Erase Security Register operation commences for a time duration of tSE
(See AC Characteristics).

While the Erase Security Register cycle is in progress, the Read Status Register
instruction (Section 7.5.4) can still be accessed for checking the status of the BUSY
bit. The BUSY bit is 1 during the erase cycle and becomes 0 when the cycle is
finished and the device is ready to accept other instructions again. After the Erase
Security Register cycle has finished, the Write Enable Latch (WEL) bit in the Status
Register is cleared to 0.

The Security Register Lock Bits (LB3, LB2, and LB1) in the Status Register-2 can be
used to OTP protect the security registers. Once a lock bit is set to 1, the
corresponding security register will be permanently locked, Erase Security Register
instruction to that register will be ignored (Refer to Section 8.2.2.3 for detailed

descriptions).
ICs \ /
__Mode3 0 1 2 3 4 5 6 7 8 9 29 30 31 _ Mode3 _
CLK Modeo:||||I||I||||I||I|||| Mode 0
- Instruction (44h) > 24-Bit Address -
DI 7
(10,) 5( \ /_\ /_\ @@_ XXX X
*
Do High Impedance
(10,) * = MSB

Figure 87: Erase Security Register Instruction (SPl Mode Only)
32-Bit Address is used when the device operates in 4-Byte Address Mode
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7.8.10 Program Security Register (42h)

This instruction is similar to the Page Program (PP) (02h) instruction. It allows from
one byte to 256 bytes of security register data to be programmed at previously erased
(FFh) memory locations. A Write Enable (06h) instruction must be executed before
the device will accept the Program Security Register Instruction (Status Register bit
WEL = 1). The instruction is initiated by driving the /CS pin low then shifting the
instruction code “42h” followed by a 24/32-bit address (A31/A23-A0), and at least one
data byte into the DI pin. The /CS pin must be held low for the entire length of the
instruction while data is being sent to the device.

ADDRESS A31/A23-16 A15-12 A11-8 A7-0
Security Register #1 00h 0001 0000 Byte Address
Security Register #2 00h 0010 0000 Byte Address
Security Register #3 00h 0011 0000 Byte Address

The Program Security Register instruction sequence is shown in Figure 88.

The Security Register Lock Bits (LB3, LB2, and LB1) in the Status Register-2 can be
used to OTP protect the security registers. Once a lock bit is set to 1, the
corresponding security register is permanently locked, Program Security Register
instructions to that register will be ignored (refer to Section 8.2.2.3).

ICs \

_Mode3 0 1 2 3 4 5 6 7 8 9 10 28 29 30 31 32 33 34 35 36 37 38 39 _
CLK Modea:||||||||||||]|||[||||| |||||||||||||||||||||||
- Instruction (42h) 24-Bit Address Data Byte 1
S 66000660600 0

* = M3SB
ICS /

2072
2073
2074
2075
2076
2077
2078
2079

__39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 220§ & & & & & & & _ Mode3 _
CLK ||||||||||||||||||||||||||||||||I |||||||||||||I||Modeﬂ
Data Byte 2 - Data Byte 3 - - Data Byte 256 -

(09 .0 0600000096600900 20.0,0,0,.0.0.0@:

Figure 88: Program Security Register Instruction (SPI Mode Only)
32-Bit Address is used when the device operates in 4-Byte Address Mode
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7.8.11 Read Security Register (48h)

This instruction is similar to the Fast Read (0Bh) instruction and allows one or more
data bytes to be sequentially read from one of the four security registers.

The instruction is initiated by driving the /CS pin low and then shifting the instruction
code “48h” followed by a 24/32-bit address (A31/A23-A0) and eight “dummy” clocks
into the DI pin. The code and address bits are latched on the rising edge of the CLK
pin. After the address is received, the data byte of the addressed memory location will
be shifted out on the DO pin at the falling edge of CLK with most significant bit (MSB)
first.

The byte address is automatically incremented to the next byte address after each
byte of data is shifted out. Once the byte address reaches the last byte of the register
(byte address FFh), it will reset to address 00h, the first byte of the register, and
continue to increment.

The instruction is completed by driving /CS high. The Read Security Register
instruction sequence is shown in Figure 89.

If a Read Security Register instruction is issued while an Erase, Program or Write
cycle is in process (BUSY = 1), the instruction is ignored and will not have any effect
on the current cycle.

The Read Security Register instruction allows clock rates from D.C. to a maximum of
FR (see AC Electrical Characteristics).

ADDRESS A31/A23-16 A15-12 A11-8 A7-0
Security Register #1 00h 0001 0000 Byte Address
Security Register #2 00h 0010 0000 Byte Address
Security Register #3 00h 0011 0000 Byte Address

0 1 2 3 4 S 6 7 8 9 10 28 29 30 3

High Impedance

* = MSB

CLK

(.o[,)::ox X X XixX % = x1 =

DO

__31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55

Dummy Byte —

Data Out 1 Data Out 2

(10,)

W77QDS0300 Rev. A8

Downloaded from AFFOW.Com.

High Impedance
G 666000066669606 7

Figure 89: Read Security Register Instruction (SPl Mode Only)
32-Bit Address is used when the device operates in 4-Byte Address Mode
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7.8.12 Enter QPI Mode (38h)

The W77Q supports both Standard/Dual/Quad Serial Peripheral Interface (SPI) and
Quad Peripheral Interface (QPI). However, SPI mode and QPI mode cannot be used
at the same time. “Enter QPI Mode (38h)” instruction is the only way to switch the
device from SPI mode to QPI mode.

Upon power-up, the default state of the device is Standard/Dual/Quad SPI mode. This
provides full backward compatibility with earlier generations of Winbond serial flash
memories. See Instruction Set Table 1 (Standard SPI Instructions) and Instruction Set
Table 2 (Dual/Quad SPI Instructions) for all supported SPI commands.

In order to switch the device to QPI mode, the Quad Enable (QE) bit in Status
Register 2 (SR2) must be set to 1 first, and an “Enter QPI Mode (38h)” instruction
must be issued. If the Quad Enable (QE) bit is 0, the “Enter QPI Mode (38h)”
instruction will be ignored and the device will remain in SPI mode.

See Instruction Set Table 3 (QPI Instructions) for all the commands supported in QPI
mode.

When the device is switched from SPI mode to QPI mode, the existing Write Enable
Latch (WEL) and Program/Erase Suspend status, and the Wrap Length setting
remain unchanged.

}47 Instruction (38h) —»{
(Igln) X\ / \ /X

DO High Impedance
(10,)

Figure 90: Enter QPI Instruction (SPI Mode only)
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7.8.13 Exit QPI Mode (FFh)

To exit the QPI mode and return to the Standard/Dual/Quad SPI mode, an “Exit QPI
(FFh)” instruction must be issued.

When the device is switched from QPI mode to SPI mode, the existing Write Enable
Latch (WEL) and Program/Erase Suspend status, and the Wrap Length setting
remain unchanged.

~uModed. . O A _ Moded |
CLK  Mode 0 : | | I | Mode 0
Instruction
FFh ‘
0 _ X / X
o, _X / X
0, _X / X
o, _X / X

Figure 91: Exit QPI Instruction (QPI Mode only)
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7.8.14 Enable Reset (66h) and Reset Device (99h)

Because of the small package and the limitation on the number of pins, the W77Q
provides a software Reset instruction instead of a dedicated RESET pin. Once the
Reset instruction is accepted, any on-going internal operations will be terminated and
the device will return to its default power-on state and lose all the current volatile
settings, such as Volatile Status Register bits, Write Enable Latch (WEL) status,
Program/Erase Suspend status, Read parameter setting (P7-P0), Read Command
Bypass Mode bit setting (M7-MO0) and Wrap Bit setting (W6-W4).

“Enable Reset (66h)” and “Reset Device (99h)” instructions can be issued in either
SPI mode or QPI mode. To avoid accidental reset, both instructions must be issued in
sequence. Any other commands other than “Reset Device (99h)” after the “Enable
Reset (66h)” command will disable the “Reset Enable” state. A new sequence of
“Enable Reset (66h)” and “Reset Device (99h)” is needed to reset the device. Once
the Reset command is accepted by the device, the device will take approximately
tRST=35us to reset. During this period, no command will be accepted.

Data corruption may happen if there is an on-going or suspended internal Erase or
Program operation when Reset command sequence is accepted by the device. It is
recommended to check the BUSY bit and the SUS bit in Status Register before
issuing the Reset command sequence.

- - Instruction (66h) b—' |-1 Instruction (98h) >
oy_XN /T N/ L X7 /S /KX
DO High Impedance
(10,)

Figure 92: Enable Reset and Reset Instruction Sequence (SPI Mode)

Mode 3 0o 1 Mode 3 0 1 __Mode3 _
CLK  Modeo ! | ModeO  } Mode 0
Instructiua_ Estructica
G6h 9%h
0, X\ r X f X
o, X/ N X\ /X
0, X/ N X N\ /X
o, X\ /[ X / X

Figure 93: Enable Reset and Reset Instruction Sequence (QPI Mode)
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7.8.15 Software Die Select (C2h)

This instruction, followed by the 8-bit Die-ID, is used to explicitly select the active die
in a SpiStack® solution (W77M family). This instruction only changes the active/
inactive status of the stacked dies, and does not interrupt any ongoing Program/
Erase/Secure operations.

Notes:
e This instruction is supported by W77M SpiStack® solution.
e This instruction is supported also in QPI mode.

cs T\ /S

Modes o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 Moded
Mode 0

CLK

}4 Instruction (C2h) -|4 Die ID -{
DI
(109 — &\ 9000600006
*
DO High Impedance

(104)
* = MSB

Figure 94: SW Die Select Instruction Format (SPI Mode)
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7.8.16 Read Extended Address Register (C8h)

This instruction is used to read the Extended Address Register (EAD).

e When the device is in the 3-Byte Address Mode, this register is used as the 4th
address byte A[31:24] to access memory in logical address space beyond 128Mb.

e \When the device is in the 4-Byte Address Mode, the Extended Address Register
is ignored and cannot be accessed (read/write).

The Read Extended Address Register instruction is entered by driving /CS low and
shifting the instruction code “C8h” into the DI pin on the rising edge of CLK. The
Extended Address Register bits are then shifted out on the DO pin at the falling edge
of CLK with most significant bit (MSB) first as shown in Figure 10.

Note: This instruction can be used only if the device is in 3B address mode.

Mode 3 0 1 2 3 4 5 8 7 8 9 10 11 12 13 14 15 16 17 18 19 W0 M 2 A

- Instruction (CBh) -

- v o B XX X XX X X ¥

y+— Extended Addr. Reg. Out - Extended Addr. Reg. Out -

High Impedance —_
00 9.0.0.0.06.0.00.0000000 0.
*

7
* = MSB *

Figure 95: Read Extended Address Register (SPI mode)

0 _ X 9.00.0.C

o _X XX —
o _ X 060006 s
s _ X XX

Ext Add Reg! Ext Add Reg
out ]

Figure 96: Read Extended Address Register (QPI mode)
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7.8.17 Write Extended Address Register (C5h)

This instruction is used to write to the Extended Address Register (EAD). When the
device is in the 3-Byte Address Mode, this register is used as the 4th address byte
A[31:24] to access logical memory regions beyond 128Mb.

To write the Extended Register bits, a Write Enable (06h) instruction must previously
have been executed for the device to accept the Write Extended Register instruction
(Status Register bit WEL must equal 1). Once write enabled, the instruction is entered
by driving /CS low, sending the instruction code “C5h”, and then writing the Extended
Register data byte as illustrated in the figures below. This instruction may be used
only when the device is in 3B address mode.

Upon power-up or the execution of a Software/Hardware Reset, the Extended
Address Register value is cleared to 0.

s T\ g,

Mode 3 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 Mode 3

- Instruction (C5h) - Ext. Add. Reg in -
D
o) 57 CXEXE XXX XXX _X
*
Do High Impedance
(104)
* = MSB

Figure 97: Write Extended Register Instruction (SPI Mode)

Instruction | Ext Add
csh T Reg. in

00 _ X\ XX X

Figure 98: Write Extended Register Instruction (QPI Mode)
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7.8.18 Enter 4-Byte Address Mode (B7h)

This instruction puts the device in 4-Byte Address Mode. This mode allows

instructions with 32-bit address (A31-A0) to be used to access the memory array
beyond 128Mb.

The Enter 4-Byte Address Mode instruction is entered by driving /CS low, shifting the
instruction code “B7h” into the DI pin and then driving /CS high.

«——— Instruction (B7h) —>-| 1o _X_/ \_X_
ugloa X/ _/ X o _ X/ SO X
Do High Impedance 10, XN/ N\ X
(104)

Figure 99: Enter 4-Byte Address Mode Instruction Format for SPI (Left) and QPI (Right)

7.8.19 Exit 4-Byte Address Mode (E9h)

This instruction allows only 24-bit address (A23-A0) to be used to access the memory
array up to 128Mb. This is needed for backward-compatibility.

The Extended Address Register (EAD) must be used to access the memory array
beyond 128Mb.

The Exit 4-Byte Address Mode instruction is entered by driving /CS low, shifting the
instruction code “E9h” into the DI pin and then driving /CS high.

sTN____/
Ics A / wModeds oA A  Modes |

CLK  Moden |

Mode 0
CLK

|‘|‘|\3[I'UC[|0£

ESh

}-— Instruction (ESh) —b{ 10s X \ / \ X
1oy —X/ /X o X7 \LX
Do High Impedance 102 X / \ / X
(104}

104 A i N\ E

Figure 100: Exit 4-Byte Address Mode Instruction Format for SPI (Left) and QPI (Right)
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8 REGISTERS

8.1 Acronyms

Table 6 summarizes the acronyms that are used to describe the different register field
types in this chapter.

Table 6: Field Type Abbreviations

R/W | Read/Write

Read — Data read from this address is not related to the data written to it.

Write — Data written to this address is not related to the data read from it.

RO Read-Only — Writing to the register/bit is ignored.

HC Hard-Coded value read — Writing to the register/bit is ignored.
ROC

Read-Only, Clear bits — Reading from the register clears all its bits.

WO | Write-Only — Reading from the register/bit returns 0.

R/W1C | Read/Write 1 to Clear — Writing 1 to a bit clears it to 0, writing 0 has no effect.
R/W1S | Read/Write 1 to Set — Writing 1 to a bit sets its value to 1, writing 0 has no effect.
W77QDS0300 Rev. A8 117
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Standard Flash Registers

Three Status and Configuration Registers and an Extended Address Register are
provided for W77Q.

e The SR1, SR2 and SR3 status registers are used to monitor the device status
indications and configure the device functions.

e The Extended Address Register (EAD) stores the 4th (most significant) Address

Byte for 3-Byte Address mode operations. This enables access to the full address
range,

The table below lists the device Standard Flash Registers:
Table 7: Register Map

REGISTER DESCRIPTION
SR1 Status Register 1 (SR1)
SR2 Status Register 2 (SR2)
SR3 Status Register 3 (SR3)
EAD Extended Address Register (EAD)

Write access to the Status Registers is controlled by the state of the non-volatile Status
Register Protect/Lock bits (SRP, SRL), the Write Enable (06h) instruction, and during
Standard/Dual SPI operations, the /WP pin.

Note: In the below register field description, the notation “Volatile/Non-Volatile Writable” means
that this is a volatile register that loads its default reset value from non-volatile storage.
Refer to Section 7.5.5 for details on updating the volatile or non-volatile versions of these
registers.
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8.2.1 Status Register 1 (SR1)

Status Register 1 (SR1) contains the bits described in Table 8 and Figure 102:

This register is read using the Read Status Registers: SR-1 (05h), SR-2 (35h) & SR-3
(15h) instructions and written to using the Write Status Registers: SR-1 (01h), SR-2
(31h) & SR-3 (11h) instructions.

Register:SR1
Table 8: SR1 Register Bit Description

BIT NAME TYPE |RESET DESCRIPTION
7 SRP R/W 0 | Status Register Protect: Controls the method of write protection.
6 SEC R/W o  Sector Protect: Controls whether Block Protect Bits protect 4KB sectors or 64KB
blocks.
5 B R/W 0 Top/Bottom Protect: Controls the part of the array (Top or Bottom) protected by
Block Protect Bits.
4 BP2 R/W 0
3 BP1 R/W 0 | Block Protect Bits: Provide Write Protection control and status.
2 BPO R/W 0
Write Enable Latch: If set, a Write Enable instruction has been executed.
1 WEL RO 0 . ST
Otherwise, the device is write disabled.
0 BUSY RO 0 Erase/Write In Progress: If set, then the device is executing an instruction.

Otherwise, the device is ready for the next instruction.

S7 S6 S5 54 S3 S2 S1 SO

SRP | SEC TB BP2 | BP1 | BPO | WEL | BUSY
Status Register Protect — 1

Sector Prottect

Top/Bottom Protect

Block Protect Bits

Write Enable Latch

Erase/Write In Progress

Figure 101: Status Register 1
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8.2.1.1. Erase/Write In Progress (BUSY) — Status Only

BUSY is a read-only bit in the status register (S0) that is set to a 1 state when the
device is executing a Page Program, Quad Page Program, Sector Erase, Block
Erase, Chip Erase, Write Status Register, Erase/Program Security Register
instructions or some of the Secure operations.

During this time, the device ignores further instructions except for the Read Status
Register (see Section 7.5.4) and Erase/Program Suspend (75h) instruction (see tw,
tPP, tSE, tBE, and tCE in AC Characteristics). When the Program, Erase or Write
Status/Security Register instruction has completed, the BUSY bit will be cleared toa 0
state indicating the device is ready for further instructions.

8.2.1.2. Write Enable Latch (WEL) — Status Only

Write Enable Latch (WEL) is a read-only bit in the status register (S1) that is set to 1
after executing a Write Enable Instruction. The WEL status bit is cleared to 0 when the
device is write disabled. A write disable state occurs upon power-up or after any of the
following instructions: Write Disable, Page Program, Quad Page Program, Sector
Erase, Block Erase, Chip Erase, Write Status Register, Erase Security Register and
Program Security register.

8.2.1.3. Block Protect Bits (BP2, BP1, BP0) — Volatile/Non-Volatile Writable

The Block Protect Bits (BP2, BP1, BPO0) are non-volatile read/write bits in the status
register (S4, S3, and S2) that provide Write Protection control and status. All, none, or
a portion of the memory array can be protected from Program and Erase instructions
(see Status Register Memory Protection tables on Section 8.2.5).

Block Protect bits can be set using the Write Status Register Instruction (see
Section 7.5.5 and tw in AC characteristics). The factory default setting for the Block
Protection Bits is 0, none of the array is protected.

8.2.1.4. Top/Bottom Block Protect (TB) — Volatile/Non-Volatile Writable

The non-volatile Top/Bottom bit (TB) controls if the Block Protect Bits (BP2, BP1,
BPO) protect from the Top (TB = 0) or the Bottom (TB = 1) of the array as shown in the
Status Register Memory Protection table. The factory default setting is TB = 0. The TB
bit can be set with the Write Status Register Instruction (see Section 7.5.5) depending
on the state of the SRP, SRL and WEL bits.

8.2.1.5. Sector/Block Protect Bit (SEC) — Volatile/Non-Volatile Writable

The non-volatile Sector/Block Protect bit (SEC) controls if the Block Protect Bits (BP2,
BP1, BPO) protect one of the following: 4 KB Sectors (SEC = 1) or 64 KB Blocks (SEC
= 0) in the Top (TB = 0) or the Bottom (TB = 1) of the array as shown in the Status
Register Memory Protection table. The default setting is SEC = 0.

8.2.1.6. Status Register Protect (SRP, SRL)

The Status Register Protect bit (SRP) is non-volatile read/write bit in the status
register (S7). The SRP bit controls the method of write protection: software protection,
or hardware protection.
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The Status Register Lock bit (SRL) is a volatile/non-volatile read/write bit in the status
register (S8). The SRL bit controls the method of write protection: temporary lock-
down or permanent One-Time-Program.

Note: Setting the volatile SRL bit to 1 locks the Status Registers and thus cannot be reversed
until the next reset cycle. Setting the non-volatile SRL bit to 1 is a One-Time-Program
(OTP) operation, and this bit cannot be cleared to 0 afterwards.

Table 9: Status Register Protect (SRP, SRL)

STATUS
SRL SRP /WP REGISTER DESCRIPTION
0 0 X Software The /WP pin has no control. The Status register can be written to
Protection after a Write Enable instruction, WEL = 1. [Factory Default].
0 1 0 Hardware When the /WP pin is low, the Status Register is locked and cannot
Protected be written to.
0 1 1 Hardware When the /WP pin is high the Status register is unlocked and can be
Unprotected |written to after a Write Enable instruction, WEL = 1.
1 X X Power Supply |The status Register is protected and cannot be written to again until
Lock-Down  [the next power-down, power-up cycle.(l)
1 X X One Time The Status Register is permanently protected and cannot be written
Program(z) to. (enabled by adding prefix command AAh, 55h).

1. When SRL =1, a power-down, power-up cycle will change SRL = 0 state.
2. Contact Winbond for details regarding the special instruction sequence.
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Status Register 2 (SR2) contains the bits described in Table 10 and Figure 102,

Register:SR2

below.
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This register is read using the Read Status Registers: SR-1 (05h), SR-2 (35h) & SR-3
(15h) instructions and written to using the Write Status Registers: SR-1 (01h), SR-2
(31h) & SR-3 (11h) instructions.

Table 10: SR2 Register Bit Description

BIT NAME TYPE RESET DESCRIPTION
15 Sus RO 0 | Erase/Program Suspend Status
14 CMP R/W 0 | Complement Protect: If set, then prior array protection is reversed.
13 LB3 R/W1S 0
Security Register Lock Bits: Provides the write protect control and status to the
12 LB2 R/W1S 0 | Security Registers.
Note: These bits are non-volatile OTP bits. Once set to 1 it cannot be cleared to 0.
11 LB1 R/W1S| O
10 (R) RO 0 | Reserved
9 QE R/W 0 | Quad Enable: Permits Quad SPI and QPI operations.
8 SRL R/W1S 0  security Lock Status Registers: Controls the method of write protection.

Suspend Status

Complement Protect

Security Register Lock Bits

Reserved

Quad Enable

Status Register Lock

W77QDS0300 Rev. A8
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SUS [ CMP | LB3 | LB2 | LB1 | (R) QE | SRL

Figure 102: Standard Flash Status Register 2
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8.2.2.1. Status Register Lock (SRL)

See Section 8.2.1.6, above.

8.2.2.2. Quad Enable (QE) — Volatile/Non-Volatile Writable

The Quad Enable (QE) bit is a non-volatile read/write bit in the status register (S9)
that allows Quad SPI and QPI operation. When the QE bit is set to a 0 state (factory
default for part numbers with ordering options “R” or “S”), the /WP pin and /HOLD are
enabled. When the QE bit is set to a 1 (factory default for Quad Enabled part numbers
with ordering option “Q” or “O”), the Quad 102 and 103 pins are enabled, and /WP and
/HOLD functions are disabled.

The QE bit must be set to 1 before issuing an Enter QPI Mode (38h) instruction to
switch the device from Standard/Dual/Quad SPI to QPI, otherwise the command is
ignored. When the device is in QPI mode, the QE bit remains 1. A Write Status
Register command (see Section 7.5.5) in QPI mode cannot change the QE bit from
“1” 10 “0”.

8.2.2.3. Security Register Lock Bits (LB3-LB1) — Volatile/Non-Volatile OTP Writable

The Security Register Lock Bits (LB3, LB2, LB1) are non-volatile One-Time-Program
(OTP) bits in the Status Register (S13, S12, S11) that provide the write protect control
and status to the Security Registers. The default state of LB3-1 is 0, Security
Registers are unlocked. LB3-1 can be set to 1 individually using the Write Status
Register instruction (see Section 7.5.5). LB3-1 are One-Time-Program (OTP) bits;
once set to 1, they cannot be cleared to 0, thus the corresponding 256-Byte Security
Register becomes read-only permanently.

Note: On reset, the volatile register returns to its default value (loaded from the non-volatile
register). Therefore it is OTP until the next reset. The non-volatile register is OTP.

8.2.2.4. Complement Protect (CMP) — Volatile/Non-Volatile Writable

The Complement Protect bit (CMP) is a non-volatile read/write bit in the status
register (S14). It is used in conjunction with the SEC, TB, BP2, BP1 and BPO bits to
provide more flexibility for array protection. Once the CMP is set to 1, a previous array
protection set by SEC, TB, BP2, BP1 and BPO is reversed. For instance, when CMP =
0, a top 64 KB block can be protected while the rest of the array is not; if CMP is then
set to 1, the top 64 KB block becomes unprotected while the rest of the array
becomes read-only. Refer to Table 14 and Table 15 for details. The default setting is
CMP = 0.

8.2.2.5. Erase/Program Suspend Status (SUS) — Status Only

The Suspend Status bit is a read-only bit in the status register (S15) that is set to 1
after executing a Erase/Program Suspend (75h) instruction. The SUS status bit is
cleared to 0 by an Erase/Program Resume (7Ah) instruction as well as by a power-
down, power-up cycle.
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8.2.3 Status Register 3 (SR3)

Status Register 3 (SR3) contains the bits described in Table 11 and Figure 103,
below.

This register is read using the Read Status Registers: SR-1 (05h), SR-2 (35h) & SR-3
(15h) instructions and written to using the Write Status Registers: SR-1 (01h), SR-2
(31h) & SR-3 (11h) instructions.

W77Q128JV/IW77Q64JV

winbond I/ 4

RegisterSR3

Table 11: SR3 Register Bit Description

/HOLD or /RESET Function ~——J

Power Up Address Mode

W77QDS0300 Rev. A8
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BIT NAME TYPE |RESET
23 | HOLD/RST @ R/W 0
22 DRV1 R/W 0
21 DRVO R/W 0
20 (R) RO 0
19 (R) RO 0
18 WPS R/W 0
17 ADP R/W 0
16 ADS RO 0

Output Driver Strength

Reserved

Werite Protect Selection

Current Address Mode

(Status Only)

DESCRIPTION
Hold or Reset Pin Function: Determines whether the Hold or Reset function is

implemented on the hardware pin for 8-pin packages.

Output Driver Strength: Determines strength of the output driver for read
operations.

Reserved

Write Protect Selection: If set, the device utilizes Individual Block Locks in
protecting a specific memory array area. Otherwise, it uses a combination of bits.

Power-up Address Mode: This non-volatile bit determines the initial addressing
mode (3-Byte or 4-Byte addressing). This is the reset value for ADS.

Current Address Mode: If set, indicates the device operates in 4-Byte address
mode. Otherwise, the device operates in 3-Byte address mode.

523 S22 521 520 S19 S18 S17  S16

HOLD
/RST

DRV1 [ DRVO | (R) (R) | WPS | ADP | ADS

Figure 103: Standard Flash Status Register 3
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8.2.3.1. Current Address Mode (ADS) — Status Only

The Current Address Mode bit is a read only bit in the Status Register-3 that indicates
in which address mode the device is currently operating. When ADS=0, the device is
in the 3-Byte Address Mode, when ADS=1, the device is in the 4-Byte Address Mode.

8.2.3.2. Power-Up Address Mode (ADP) — Non-Volatile Writable

The ADP bit is a non-volatile bit that determines the initial address mode when the
device is powered on or reset. This bit is only used during the power on or device
reset initialization period, and it is only writable by the non-volatile Write Status
sequence (06h + 11h).

When ADP=0 (factory default), the device will power-up into 3-Byte Address Mode,
the Extended Address Register must be used to access memory regions beyond
128Mb. When ADP=1, the device will power-up into 4-Byte Address Mode directly.

8.2.3.3. Write Protect Selection (WPS) — Volatile/Non-Volatile Writable

The WPS bit is used to select which Write Protect scheme should be used.

o When WPS=0, the device uses the combination of CMP, SEC, TB, BP2, BP1, or
BPO bits to set the Memory Range Protection.

e When WPS=1, the device utilizes the Individual Block/Sector Locks to protect any
individual sector or blocks.

The default value for all Individual Block Lock bits is 1 upon device power on or after
reset.

Note: Memory Range Protection (WPS=0) uses logical address bits [23:0].
Individual Block/Sector Locks (WPS=1) uses physical address.

8.2.3.4. Output Driver Strength (DRV1, DRVO) — Volatile/Non-Volatile Writable
The DRV1 & DRVO bits are used to determine the output driver strength for the Read

operations.
. DRV1, DRVO DRIVER STRENGTH
0,0 100%
0,1 75%
1,0 50%
1,1 25% (default)

8.2.3.5. Hold or Reset Pin Function (HOLD/RST) — Volatile/Non-Volatile Writable

The HOLD/RST bit is used to determine whether Hold or Reset function is
implemented on the shared hardware pin for 8-pin packages. When HOLD/RST =0
(factory default), the pin acts as HOLD#; when HOLD/RST = 1, the pin acts as RSTI#.
However, Hold or Reset functions are only available when QE = 0. If QE is set to 1,
the Hold and Reset functions are disabled; the pin acts as a dedicated data I/O pin.
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8.2.3.6. Reserved Bits — Non Functional

There are a few reserved Status Register bits that may be read out as a “0” or “1”. It is
recommended to ignore the values of those bits. During a Write Status Register

instruction (see Section 7.5.5), the Reserved Bits should be written as “0”, but this will
have no effect.
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8.2.4 Write Protection Configurations (64Mb)
8.2.4.1. Status Register Memory Protection (64Mb, WPS = 0, CMP = 0)

Table 12: Status Register Memory Protection (64Mb, WPS = 0, CMP = 0)

STATUS REGISTER W77Q (64M-BIT) MEMORY PROTECTION

s |18 |2 | BL| BP0 | ‘Liocee | apomessts | | DENSTY | PORTION.
X X 0 0 0 NONE NONE NONE NONE
0 0 0 0 1 126 through 127 | 007E0000h — O07FFFFFh 128KB Upper 1/64
0 0 0 1 0 124 through 127 |007C00000h — O07FFFFFh 256KB Upper 1/32
0 0 0 1 1 120 through 127 | 00780000h — 007FFFFFh 512KB Upper 1/16
0 0 1 0 0 112 through 127 | 00700000h — 007FFFFFh 1MB Upper 1/8
0 0 1 0 1 96 through 127 | 00600000h — 007FFFFFh 2MB Upper 1/4
0 0 1 1 0 64 through 127 | 00400000h — 007FFFFFh 8MB Upper 1/2
0 1 0 0 1 0 through 1 00000000h — O001FFFFh 128KB Lower 1/64
0 1 0 1 0 0 through 3 00000000h — 0O003FFFFh 256KB Lower 1/32
0 1 0 1 1 0 through 7 00000000h — 0O007FFFFh 512KB Lower 1/16
0 1 1 0 0 0 through 15 | 00000000h — OOOFFFFFh 1MB Lower 1/8
0 1 1 0 1 0 through 31 00000000h — O01FFFFFh 2MB Lower 1/4
0 1 1 1 0 0 through 63 | 00000000h — O03FFFFFh 4MB Lower 1/2
X X 1 1 1 0 through 127 | 00000000h — O07FFFFFh 8MB ALL
1 0 0 0 1 127 007FFO00h — O07FFFFFh 4KB U-1/2048
1 0 0 1 0 127 007FEO00h — O07FFFFFh 8KB U-1/1024
1 0 0 1 1 127 007FCO00h — O07FFFFFh 16KB U-1/512
1 0 1 0 X 127 007F8000h — O07FFFFFh 32KB U-1/256
1 1 0 0 1 0 00000000h — 0O0000FFFh 4KB L -1/2048
1 1 0 1 0 0 00000000h — 0O0001FFFh 8KB L-1/1024
1 1 0 1 1 0 00000000h — 00003FFFh 16KB L-1/512
1 1 1 0 X 0 00000000h — 00007FFFh 32KB L-1/256

Notes:

Downloaded from AFFOW.Com.

e ‘X represents ‘Don’t Care’

e U=Lower, U=Upper

protected data portion, that instruction is ignored.
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8.2.4.2. Status Register Memory Protection (64Mb, WPS =0, CMP = 1)
Table 13: Status Register Memory Protection (64Mb, WPS =0, CMP = 1)

STATUS REGISTER W77Q (64M-BIT) MEMORY PROTECTION

s [ Joos [oms [0 | "I [ W0 | o’ | oo
X X 0 0 0 0 through 127 | 00000000h — 007FFFFFh 8MB ALL
0 0 0 0 1 0 through 125 | 00000000h — 007DFFFFh 8,064KB Lower 63/64
0 0 0 1 0 0 through 123 | 00000000h — 007BFFFFh 7,936KB Lower 31/32
0 0 0 1 1 0 through 119 | 00000000h — 0077FFFFh 7,680KB Lower 15/16
0 0 1 0 0 0 through 111 | 00000000h — O06FFFFFh 7MB Lower 7/8
0 0 1 0 1 0 through 95 | 00000000h — O05FFFFFh 5MB Lower 3/4
0 0 1 1 0 0 through 63 | 00000000h — O03FFFFFh 4MB Lower 1/2
0 1 0 0 1 2 through 127 | 00020000h — 007FFFFFh 8,064KB Upper 63/64
0 1 0 1 0 4 through 127 | 00040000h — O07FFFFFh 7,936KB Upper 31/32
0 1 0 1 1 8 through 127 | 00080000h — 007FFFFFh 7,680KB Upper 15/16
0 1 1 0 0 16 through 127 | 00100000h — O07FFFFFh 7MB Upper 7/8
0 1 1 0 1 32 through 127 | 00200000h — 007FFFFFh 5MB Upper 3/4
0 1 1 1 0 64 through 127 | 00400000h — O07FFFFFh 4MB Upper 1/2
X X 1 1 1 NONE NONE NONE NONE
1 0 0 0 1 0 through 127 | 00000000h — O07FEFFFh 8,188KB L - 2047/2048
1 0 0 1 0 0 through 127 | 00000000h —007FDFFFh 8,184KB L - 1023/1024
1 0 0 1 1 0 through 127 | 00000000h — 007FBFFFh 8,176KB L-511/512
1 0 1 0 X 0 through 127 | 00000000h — 007F7FFFh 8,160KB L - 255/256
1 1 0 0 1 0 through 127 | 00001000h — O07FFFFFh 8,188KB U - 2047/2048
1 1 0 1 0 0 through 127 | 00002000h — 007FFFFFh 8,184KB U - 1023/1024
1 1 0 1 1 0 through 127 | 00004000h — 007FFFFFh 8,176KB U-511/512
1 1 1 0 X 0 through 127 | 00008000h — O07FFFFFh 8,160KB U - 255/256

Notes:

Downloaded from AFFOW.Com.

e ‘X represents ‘Don’t Care’

e U=Lower, U=Upper

e If any Erase or Program instruction specifies a memory region that contains a
protected data portion, that instruction is ignored.
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8.2.4.3. Individual Block Memory Protection (64Mb, WPS = 1)

The W77Q (64Mbit) has 126 individual Block Locks, and 32 Sector Locks, as
described in Figure 104:

- Sector 15 {gEBJ —_—\ Individual Block Locks:
S ) Sectog 14 (4kB) 32 Sectors (Top/Bottom)
-t .
88 Sector 1 (4kB) -— 126 Blocks
= Sector 0 (4kB) -—
Individual Block Lock:
36h + Address
Block 126 (64kB) -
Individual Block un-Lock:
: 39h + Address
T >
' Read Block Lock:
3Dh + Address
-
Block 1(64kB) Global Block Lock:
7Eh
Sector 15 (4kB) -—
) Sector 14 {4kB) * Global Block un-Lock:
83 : 98h
= 2 Sector 1 (4kB) -— _/
Sector 0 (4kB) -
Figure 104: Individual Block/Sector Locks (64Mb)
Notes:

e Individual Block/Sector protection is only valid when WPS = 1.

e Allindividual block/sector lock bits are set to 1 by default after power-up, the entire
memory array is protected.
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8.2.5 Write Protection Configurations (128Mb)

8.2.5.1. Status Register Memory Protection (128Mb, WPS = 0, CMP = 0)
Table 14: Status Register Memory Protection (128Mb, WPS = 0, CMP = 0)

STATUS REGISTER

W77Q (128M-BIT) MEMORY PROTECTION

s |18 |2 | BL| BP0 | ‘Liocee | apomessts | | DENSTY | PORTION.
X X 0 0 0 NONE NONE NONE NONE
0 0 0 0 1 252 through 255 | 0OFCO000h — OOFFFFFFh 256KB Upper 1/64
0 0 0 1 0 248 through 255 | 00F80000h — OOFFFFFFh 512KB Upper 1/32
0 0 0 1 1 | 240 through 255 | 0OFO0000h — OOFFFFFFh 1MB Upper 1/16
0 0 1 0 0 224 through 255 | 00EO0000h — OOFFFFFFh 2MB Upper 1/8
0 0 1 0 1 192 through 255 | 00C00000h — OOFFFFFFh 4MB Upper 1/4
0 0 1 1 0 128 through 255 | 00800000h — OOFFFFFFh 8MB Upper 1/2
0 1 0 0 1 0 through 3 00000000h — 0O003FFFFh 256KB Lower 1/64
0 1 0 1 0 0 through 7 00000000h — O007FFFFh 512KB Lower 1/32
0 1 0 1 1 0 through 15 | 00000000h — OOOFFFFFh 1MB Lower 1/16
0 1 1 0 0 0 through 31 | 00000000h — O01FFFFFh 2MB Lower 1/8
0 1 1 0 1 0 through 63 | 00000000h — O03FFFFFh 4MB Lower 1/4
0 1 1 1 0 0 through 127 | 00000000h — O07FFFFFh 8MB Lower 1/2
X X 1 1 1 0 through 255 | 00000000h — OOFFFFFFh 16MB ALL
1 0 0 0 1 255 OOFFFO00h — OOFFFFFFh 4KB U - 1/4096
1 0 0 1 0 255 OOFFEOOOh — OOFFFFFFh 8KB U -1/2048
1 0 0 1 1 255 OOFFCO00h — OOFFFFFFh 16KB U-1/1024
1 0 1 0 X 255 OOFF8000h — OOFFFFFFh 32KB U-1/512
1 1 0 0 1 0 00000000h — 0O0000FFFh 4KB L - 1/4096
1 1 0 1 0 0 00000000h — 0O0001FFFh 8KB L-1/2048
1 1 0 1 1 0 00000000h — 00003FFFh 16KB L-1/1024
1 1 1 0 X 0 00000000h — 00007FFFh 32KB L-1/512

Notes:

e ‘X represents ‘Don’t Care’

e U=Lower, U=Upper

protected data portion, that instruction is ignored.
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8.2.5.2. Status Register Memory Protection (128Mb, WPS = 0, CMP = 1)
Table 15: Status Register Memory Protection (128Mb, WPS =0, CMP = 1)

STATUS REGISTER W77Q (128M-BIT) MEMORY PROTECTION

e [ [ [ [ | “pc | RR | T | vowon
X X 0 0 0 0 through 255 | 00000000h — OOFFFFFFh 16MB ALL
0 0 0 0 1 0 through 251 | 00000000h — OOFBFFFFh 16,128KB Lower 63/64
0 0 0 1 0 0 and 247 00000000h — OOF7FFFFh 15,872KB Lower 31/32
0 0 0 1 1 0 through 239 | 00000000h — OOEFFFFFh 15MB Lower 15/16
0 0 1 0 0 0 through 223 | 00000000h — OODFFFFFh 14MB Lower 7/8
0 0 1 0 1 0 through 191 | 00000000h — OOBFFFFFh 12MB Lower 3/4
0 0 1 1 0 0 through 127 | 00000000h — 007FFFFFh 8MB Lower 1/2
0 1 0 0 1 4 through 255 | 00040000h — OOFFFFFFh 16,128KB Upper 63/64
0 1 0 1 0 8 and 255 00080000h — OOFFFFFFh 15,872KB Upper 31/32
0 1 0 1 1 16 through 255 | 00100000h — OOFFFFFFh 15MB Upper 15/16
0 1 1 0 0 32 through 255 | 00200000h — OOFFFFFFh 14MB Upper 7/8
0 1 1 0 1 64 through 255 | 00400000h — O0FFFFFFh 12MB Upper 3/4
0 1 1 1 0 128 through 255 | 00800000h — OOFFFFFFh 8MB Upper 1/2
X X 1 1 1 NONE NONE NONE NONE
1 0 0 0 1 0 through 255 00000000h — FFEFFFh 16,380KB L - 4095/4096
1 0 0 1 0 0 through 255 00000000h — FFDFFFh 16,376KB L - 2047/2048
1 0 0 1 1 0 through 255 00000000h — FFBFFFh 16,368KB L - 1023/1024
1 0 1 0 X 0 through 255 00000000h — FF7FFFh 16,352KB L-511/512
1 1 0 0 1 0 through 255 | 00001000h — OOFFFFFFh 16,380KB U - 4095/4096
1 1 0 1 0 0 through 255 | 00002000h — OOFFFFFFh 16,376KB U - 2047/2048
1 1 0 1 1 0 through 255 | 00004000h — OOFFFFFFh 16,368KB U - 1023/1024
1 1 1 0 X 0 through 255 | 00008000h — OOFFFFFFh 16,352KB U-511/512

Notes:

Downloaded from AFFOW.Com.

e ‘X represents ‘Don’t Care’

e U=Lower, U=Upper

e If any Erase or Program instruction specifies a memory region that contains a
protected data portion, that instruction is ignored.
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8.2.5.3. Individual Block Memory Protection (128Mb, WPS = 1)

The W77Q (128Mbit) has 254 individual Block Locks, and 32 Sector Locks, as
described in Figure 105:

- gector LSI {gtgl -~ \ Individual Block Locks:
H4 ) ectog (4k) 32 Sectors (Top/Bottom)
-t .
88 Sector 1 (4kB) -— 254 Blocks
= Sector 0 (4kB) -—
Individual Block Lock:
36h + Address
Block 254 (64kB) -
Individual Block un-Lock:
: 39h + Address
T
' Read Block Lock:
3Dh + Address
-
Block 1(64kB) Global Block Lock:
7Eh
Sector 15 (4kB) -—
) Sector 14 {4kB) * Global Block un-Lock:
83 : 98h
= 2 Sector 1 (4kB) -— _/
Sector 0 (4kB) -
Figure 105: Individual Block/Sector Locks (128Mb)
Notes:

e Individual Block/Sector protection is only valid when WPS = 1.

e Allindividual block/sector lock bits are set to 1 by default after power-up, the entire
memory array is protected.
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The volatile Extended Address Register (EAD) contains the 4t (most significant) byte of
memory address for instructions that use 3-Byte address mode. This register is used only
when the device is operating in the 3-Byte Address Mode (ADS=0).

This register is read using the Read Extended Address Register (C8h) instructions
and written to using the Write Extended Address Reqister (C5h) instructions.

The Extended Address Register (EAD) contains the bits described in Table 16 and
Figure 106 below. This register is volatile writable only.

Table 16: EAD Register Bit Description

W77QDS0300 Rev. A8

Downloaded from AFFOW.Com.

Address bits 28 ~ 31

Reserved for future use

BIT NAME TYPE |RESET DESCRIPTION

7:4 | Reserved RO 0 | Reserved. Write as 0.

3 A27 R/W 0  Extended Address bit 27

2 A26 R/W 0  Extended Address bit 26

1 A25 R/W 0  Extended Address bit 25

0 A24 R/W 0  Extended Address bit 24
EA7 EA6 EA5 EA4 EA3 EA2 EA1 EAO
A31 | A30 | A29 | A28 | A27 | A26 | A25 | A24

Address bit 27 for address

range 2Gbit and above

Address bit 26 for address

range 1Gbit and above

Address bit 25 for address
range 512Mbit and above

Address bit 24 for address
range 256Mbit and above

Figure 106: Extended Address Register

When used, this register selects one of the separate 128Mb memory array ranges (or
regions), as shown in the table below:
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Table 17: Extended Address Register and Memory Range

A31-A24 Memory Array Address Range
00h 00000000h - OOFFFFFFh
01h 01000000h - 01FFFFFFh
02h 02000000h - 02FFFFFFh
03h 03000000h - 03FFFFFFh
OFh OF000000h - OFFFFFFFh

10h-FFh Reserved

Any command with an explicit 4-byte address field will use the 4" Address Byte (A31-
A24) from the address field of the command and not from the Extended Address
Register. If the device powers up with ADP bit set to 1, or an “Enter 4-Byte Address
Mode (B7h)” instruction is issued, the device requires 4-Byte address input for all
address related instructions, and the Extended Address Register setting is ignored.

The Extended Address Register is accessible by Read Extended Address Register
(C8h) and Write Extended Address Register (C5h) instructions. A command with 4
Address bytes (A31-A24) input will not alter the content of the Extended Address
Register. Upon power-up, hardware reset, or after the execution of a Software Reset,
the Extended Address Register values will be cleared to 0.
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9 PIN CONFIGURATIONS
9.1 Pin Configuration SOIC-8 (208 mil)

Top View

cs#t | |[—vee

DO/IO1 [ ] 103/RSTI#/HOLD#
102/RSTO#/WPH# [ ) CLK

GND [ 1 DI/IO0

9.2 Pad Configuration WSONS8 6x5 mm

Top View
cs# O 1 ... vec
DO/IO1 [ 2 7 .| I03/RSTI#/HOLD#
102/RSTO#/WP# |5 3 6 ] CLK
GND | 5 4 5 7] Dl/100

Table 18: Pin/Pad Description (SOIC8/WSONS8)

PIN NO. PIN NAME 1/0 FUNCTION
1 CStt I Chip Select Input
2 DO /101 I/O  Data Out (Single SPI), Data In/Out (Quad SPI)
3 |02 / RSTO# / WP# | 1/O | Data In/Out (Quad SPI) / Reset Output / Write Protect
4 GND Common Power Ground
5 DI / 100 I/O | Data In (Single SPI), Data In/Out (Quad SP!)
6 CLK I Serial Clock Input for SPI interfaces
7 I03 / RSTI# / HOLD#  1/0O  Data In/Out (Quad SPI) / Reset Input / HOLD#
8 VCC Positive Power Supply

Note: 8-pin/pad packages do not have dedicated RSTIN# and RSTOUT# pins.
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9.3 Pin Configuration SOIC-16 300 mil

Top View
I03/RSTH/HOLD# [ || © 1 16 |[_Jcx
vee [ 2 15 |[C_1 pijioo
RSTIN# [ | 3 14 || __INc
Ne [ 4 13 [[——INC
NC [ 5 12 |[_INC
RSTOUTH [ | 6 11 ] NC
Cs# [ 7 10 |[_JGND
DO/IO1 [ | 8 9 ] 102/RSTO#/WP#

Table 19: Pin Description (SOIC-16 300 mil)

PIN NO. PIN NAME I/0 FUNCTION

1 103 /RSTI#/HOLD# 1/O  Data Input/Output (Quad SPI) / Reset Input / HOLD#

2 VvCC Positive Power Supply

3 RSTIN# | Dedicated Reset Input Pin (>8 pin packages only)
6 RSTOUT# 0 Dedicated Reset Output Pin (>8 pin packages only)
7 CS# | Chip Select Input

8 DO /101 I/O | Data Out (Single SPI), Data In/Out (Quad SPI)

9 |02 / RSTO# / WP#  1/O  Data In/Out (Quad SPI) / Reset Output / Write Protect

10 GND Common Power Ground
15 DI /100 I/O | Data In (Single SPI), Data In/Out (Quad SPI)
16 CLK | Serial Clock Input for SPI interfaces
Other NC Not Connected
W77QDS0300 Rev. A8 136 Publication date: November 14, 2023
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9.4 Ball Configuration TFBGA 8x6 mm (5x5-1 Ball Array)

Top View

A2 (A3 A4 (AB)
RSTOUTH NC RSTIN# NC
81 B2 (B3 B4  (BS
NC LK GND vce NC
@@ (@3 @ (s
NC cs# NC  102/RSTO#/  NC

_ WP#

D1, D22 D3 D4 (D5
NC DO/IO1  DI/I00  103/RSTH#/  NC
R R R HoLD# B
ElL (E2) (E3) (€4}  (E5)
NC NC NC NC NC

Table 20: Ball Description (TFBGA 8x6 mm)

PIN NO. PIN NAME 1/0 FUNCTION
A2 RSTOUT# O | Dedicated Reset Output Pin (>8 pin packages only)
A4 RSTIN# [ Dedicated Reset Input Pin (>8 pin packages only)
B2 CLK | Serial Clock Input for SPI interfaces
B3 GND | Common Power Ground
B4 VCC [ Positive Power Supply
C2 Cs# | Chip Select Input
C4 102 /RSTO#/WP# 1/O  Data In/Out (Quad SPI) / Reset Output / Write Protect
D2 DO/ 101 I/O | Data Out (Single SPI), Data In/Out (Quad SPI)
D3 DI / 100 I/O | Data In (Single SPI), Data In/Out (Quad SPI)
D4 103 /RSTI# / HOLD# 1/O  Data Input/Output (Quad SPI) / Reset Input / HOLD#

Other NC Not connected
W77QDS0300 Rev. A8 137 Publication date: November 14, 2023

Downloaded from AFFOW.Com.


http://www.arrow.com

W77Q128JV/IW77Q64JV

-/} winbond I/ 4

9.5 Pin Descriptions

9.5.1 Chip Select (CS#)

The SPI Chip Select (CS#) pin enables and disables device operation.

When the CS# is high, the device is deselected and the Serial Data Output (DO, or
I00-3) pins are at high impedance. When deselected, the devices power consumption
will be at standby levels unless an internal erase, program or write status register
cycle is in progress.

When the CS# is low, the device will be selected, power consumption will increase to
active levels and instructions can be written to and data read from the device.

After power-up, the CS# must transition from high to low before a new instruction is
accepted. The CS# input must track the VCC supply level at power-up and power-
down (see “Write Protection Features, Figure 107, and Figure 108). If needed, a pull-
up resister on the CS# pin can be used to accomplish this.

9.5.2 SPI Serial Data Input, Output and 1/0s (DI, DO, 100-3)
The W77Q128JV/W77Q64JV supports standard SPI, Dual SPI and Quad SPI
operation.

Standard SPI instructions use the unidirectional DI (input) pin to serially write
instructions, addresses or data to the device. Standard SPI also uses the
unidirectional DO (output) to read data or status from the device.

Dual and Quad SPI instructions use the bidirectional 10 pins to serially write
instructions, addresses or data to the device, and read data or status from the device.

Quad SPI instructions require the non-volatile Quad Enable bit (QE) in Status
Register-2 to be set. When QE=1, the /WP pin becomes |02 and /HOLD pin becomes
103.

Note: For STR (Single Transfer Rate) operations, data is driven on the DI, DO or I00-3 pins on
falling edge of CLK, and sampled by the receiver on rising edge of CLK.

9.5.3 Serial Clock (CLK)

The Serial Clock Input (CLK) pin provides the timing for serial input and output
operations for the SPI interface.

9.5.4 Write Protect (WP#)

The Write Protect (WP#) pin can be used to prevent the Status Register from being
written. Used in conjunction with the Status Register’s Block Protect (CMP, SEC, TB,
BP2, BP1 and BPO) bits and Status Register Protect (SRP) bits, a portion as small as
a 4KB sector or the entire memory array can be hardware protected.

The WP# pin is active low. When the QE bit of Status Register-2 is set for Quad 1/0,
the WP# pin function is not available since this pin is used for 102.
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This pin has no effect on secure instructions and advanced write protection
mechanisms.

Note: This pin is available for backwards compatibility purposes, and should not be used by
new designs.

9.5.5 Hold (HOLD#)

The HOLD# pin allows the device to be paused while it is actively selected. When
HOLD# is brought low, while CS# is low, the DO pin will be at high impedance and
signals on the DI and CLK pins will be ignored (don’t care). When HOLD# is brought
high, device operation can resume.

The HOLD# function can be useful when multiple devices are sharing the same SPI
signals.

The HOLD# pin is active low. When the QE bit of Status Register-2 is set for Quad
I/0, the HOLD# pin function is not available since this pin is used for 103.

Notes:

e This pin is available for backwards compatibility purposes, and should not be
used by new designs.

e The Hold function is applicable only to single and Dual SPI instructions in STR
mode.

9.5.6 Reset In (RSTI#)

The Reset Input pin (RSTI#) is used to hardware reset the device and trigger its reset
sequence. This pin should be connected to platform reset.

This pin is active low. When pulled low for a minimum period of approx. 1us, the
device will terminate any external or internal operations and return to its power-on
state.

This pin is shared with 103 used for Quad SPI modes. For 8-pin packages, when
QE=0, the 103 pin can be configured either as a HOLD# pin or as a RSTI# pin
depending on the Status Register setting. When QE=1, the HOLD# or RSTI# pin is
not available for an 8-pin configuration.

On larger packages, a dedicated RSTIN# pin is provided, and it is independent of QE
bit setting.

Pin functionality may be forced by RSTI_EN and RSTI_OVRD registers (regardless of
the state of the QE bit).

Note: This pin has an internal weak pull-up resistor, and can be left floating or tied to Vcc if
unused.
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Reset Out (RSTO#)

The Reset Output pin (RSTO#) is provided to the system hardware designers to
determine if the device is busy performing device initialization or internal reset. The
RSTO# pin will be pulled low through the Open-Drain connection during device
power-on-reset (POR) period, as well as the device reset period (tRST) triggered by
either a software reset command or the hardware RSTI# or RSTIN# pins. It may also
be triggered by the Authenticated Watchdog Timer function, when the timer expires.

Note: The RSTO# pin is not affected by software reset (66h+99h). Once the RSTO# pin is
asserted (due to POR, HW reset or AWDT expiration), it remains asserted until the
device completes its internal reset sequence, including initialization of its security
functions and integrity verification (if applicable).

This pin is active low. While the RSTO# pin is pulled low, no command will be
accepted by the device.

This pin is shared with 102 used for Quad SPI modes. Pin functionality is selected by
RSTO_EN and QE bits.

Note: The shared RSTO# pin should not be used in conjunction with the shared RSTI# pin.

Dedicated Reset Input (RSTIN#)

This is a dedicated reset input pin (not shared with 103) that is available on larger
packages (having more than 8 pins).

Note: This pin has an internal pull-up resistor, and can be left floating or tied to Vcc if unused.
See the description for Reset In (RSTI#) pin.

Dedicated Reset Out (RSTOUT#)

This is a dedicated reset output pin (not shared with 102) that is available on the
larger packages (having more than 8 pins). This pin is Open-Drain.
See the description for Reset Out (RSTO#) pin.
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10 PACKAGE SPECIFICATIONS
10.1 8-Pin SOIC 208-mil (Package Code SS/S)

—

J

\

DETAIL "A"

E1

=

J

/
\
e\

/”DETAL A

\

=\
D

SY MBOL DIMENSION IN MILLIMETERS DIMENSION IN INCHES
MIN. NOM. MAX. MIN. NOM. MAX.
A 1.75 1.95 2.16 0.069 0.077 0.085
A1l 0.05 0.15 0.25 0.002 0.006 0.010
A2 1.70 1.80 1.91 0.067 0.071 0.075
b 0.35 0.42 0.48 0.014 0.017 0.019
C 0.19 0.2 0.25 0.007 0.008 0.010
D 5.18 5.28 5.38 0.204 0.208 0.212
D1 5.13 5.23 5.33 0.202 0.206 0.210
E 5.18 5.28 5.38 0.204 0.208 0.212
E1 5.13 5.23 5.33 0.202 0.206 0.210
e | - 127 | —— || - 0050 | -
H 7.70 7.90 8.10 0.303 0.311 0.319
L 0.50 0.65 0.80 0.020 0.026 0.031
y | e | e 010 || - | o 0.004

6 [ S — 8° O — 8°
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10.2 8-Pad WSON 6x5-mm (Package Code ZP/P)

FIN 1 INDENT —-‘-,;‘- C
I5; PO O S
L
0 ) €
(]
L S}
Nzm D -
i
0 ) F__!D
LA
D LA i 0z Ll‘
SYMBOLS DIMENSIONS IN MILLIMETERS DIMENSIONS IN Inch
MIN NOM MAX MIN NOM MAX
A 0.70 0.75 0.80 0.0275 | 0.0295 | 0.0314
Al 0.00 0.02 0.05 0.0000 | 0.0007 | 0.0019
b 0.35 0.40 0.48 0.0137 | 0.0157 | 0.0188
C — [0.20 REF| —— —— [.0078REF|. ——
D 5.90 6.00 6.10 0.2322 | 0.2362 0.2401
D2 3.35 3.40 3.45 0.1318 | 0.1338 0.1358
E 4.90 5.00 5.10 0.1929 | 0.1968 0.2007
F2 4.25 4.30 4.35 0.1673 | 0.1692 0.1712
e E— 1.27 — — 0.05 —
L 0.55 0.60 0.65 0.0216 | 0.0236 | 0.0255
0.00 — 0.075 1 0.0000 | —— 0.0029
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10.3 16-Pin SOIC 300-mil (Package Code SF/F)

GAUGE PLANE

==

0.015

DETAIL A

15%45" 7{4%)

_ G
[ /]

|1

ZDETMIL A

DIMENSIONS IN MILLIMETERS DIMENSIONS IN INCHES
STMBOLS MIN NOM MAX MIN NOM MAX
A 2.36 2.49 2.64 0.093 0.098 0.104
Al 0.10 — 0.30 0.004 — 0.012
A2 — 2.31 — — 0.091 —
b 0.33 0.41 0.51 0.013 0.016 0.020
C 0.18 0.23 0.28 0.007 0.009 0.011
D 10.08 10.31 10.49 0.397 0.406 0.413
E 10.01 10.31 10.64 0.394 0.406 0.419
E1 7.39 7.49 7.59 0.291 0.295 0.299
e — 1.27 — — 0.050 —
L 0.38 0.81 1.27 0.015 0.032 0.050
b — — 0.076 || — — 0.003
4 o - g o — )
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10.4 24-Ball TFBGA 8x6-mm (Package Code TB/B, 5x5-1 Ball Array)

A1 INDEX A1 INDEX
5 4 2 1 1“ 2 4 5 @
® O ¢ O A A
[—Gr) o ¢ O O | 8
[=]
- P s L e N c .
s oo ¢
@ O ¢ O O | 0
o ® ® ® ® | ;
(24x PLACES)
[0.15@[C[A[E]
0.08 @ | SE E E
= =S EENGS)
I | —BALL LAND —-
[ | ?I =
i 1 S S 1 W S S I 1
C -
‘ — - \___/
SEATING PLANE &.

BALL OPENING

Note:
1. Ball land:0.45mm. Ball opening:0.35mm.
PCB ball land suggested <=0. 35 mm
Control Dirmensions are in mMmilmeters

DIMENSION DIMENSION
Crmrm D CimachD
SY M.
NN . NONM. N A M N . NOM. M A X .
A —_— 1.20 o. 047
A o.28 O.31 o.38 O.010 O.012 O©.014
A2 — o.85 — 0.033
=) .35 .40 o.45 O. 01 O.016 o.018
D 7.90 8.00 s.10 O.311 O.315 0.319
=] 4.00 BSC 0.157 BSC
= 5.90 5.00 5.10 O0.232 | ©O.236 O.240
EN 4.00 BSC 0. 157 BSC
SE 1.00 TYP 0. 039 TYP
sD 1.00 TYP 0. O399 TYP
=] 1,00 BSC 0.O039 BSC
ccc — — o.10 — — O.0039
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11 ELECTRICAL CHARACTERISTICS
11.1 Absolute Maximum Ratings

The table below describes the absolute maximum ratings for the device.

Table 21: Absolute Maximum Range

PARAMETERS SYMBOL CONDITIONS RANGE UNIT
Supply Voltage (3.3V device) VCC -0.6 to 4.6 \Y
Voltage Applied to Any Pin Vio Relative to Ground —0.6 to VCC+0.4 \Y

. . <20 nS Transient
Transient Voltage on any Pin VioT . -2.0V to VCC+2.0V %
Relative to Ground

Storage Temperature TsTG —65 to +150 °C

Lead Temperature TLEAD See Note @ °c

Electrostatic Discharge Voltage VESD Human Body Model) —2000 to +2000 v
Notes:

1. This device has been designed and tested for the specified operation ranges.
Proper operation outside of these levels is not guaranteed. Exposure to absolute
maximum ratings may affect device reliability. Exposure beyond absolute
maximum ratings may cause permanent damage.

2. Compliant with JEDEC Standard J-STD-20C for small body Sn-Pb or Pb-free
(Green) assembly and the European directive on restrictions on hazardous
substances (RoHS) 2002/95/EU.

3. JEDEC Std JESD22-A114A (C1=100pF, R1=1500 ohms, R2=500 ohms).

11.2 Operating Ranges

The table below describes the operating ranges for the device.

Table 22: Operating Ranges

SPEC
PARAMETER SYMBOL CONDITIONS UNIT
MIN MAX

Fr = 133MHz, fr = 50MHz 3.0 3.6 \Y
Supply Voltage VCC

Fr = 104MHz, fr = 50MHz 2.7 3.0 \Y

Industrial -40 +85 °C
Ambient Temperature, Operating TA

Industrial Plus -40 +105 °C

11.3 Power-Up & Power-Down Timing and Requirements

The table below describes the timing and requirements for powering up and down.

W77QDS0300 Rev. A8 145 Publication date: November 14, 2023

Downloaded from AFFOW.Com.


http://www.arrow.com

W77Q128JV/IW77Q64JV

-/} winbond I/ 4

Table 23: Power-Up & Power-Down Timing and Requirements

SPEC
PARAMETER(?) SYMBOL UNIT
MIN MAX

VCC (min) to CS# Low tvsL 20 us
Time Delay Before Write Instruction tPUW 5 ms
Write Inhibit Threshold Voltage Vwi 1.0 2.0 \Y
The minimum duration for ensuring WD 100 us
initialization will occur
VCC voltage needed to below V for

& PWD Vewp 0.8 v
ensuring initialization will occur

1. These parameters are characterized only.

VCC A
VCC (Max) —fr === = —— = m oo oo oo -

Program, Erase and Write Instructions are ignored

- /CS must track VCC ;/’

VCC (min) |-------=---=""—"=—"——A=" - — - ————
|~ Read Instructions | Device is fully'
Allowed Accessible
Vwi +----y7---------""""""""""—---— - -
>
Time
Figure 107: Power-Up Timing and Voltage Levels
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Figure 108: Power-Up, Power-Down Requirement

For the length of a power cycle, the system must not initiate the power-up sequence
until Vcc drops down to Vpyyp and keeps a tpyp for the device to initialize correctly.

vCcC
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|~

VCC (min) P
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!
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Time

Figure 109: Power Cycle Requirement
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11.4 DC Electrical Characteristics

The table below describes the device’s DC electrical characteristics.
Table 24: DC Electrical Characteristics (3.3V Device)

SPEC
PARAMETER SYMBOL CONDITIONS UNIT
MIN Typ(l) MAX
Input Capacitance(z) Cin VIN = OV 6 pF
Output Capacitance Cout Vout = 0V 8 pF
Input Leakage I +2 MA
I/O Leakage llo +2 PA
. /CS = VCC, . .
VIN = GND or VCC (85°C) >0 uA
Standby Current lccl 10
/CS = VCC,
VIN = GND or VCC (105°C) 120 uA
/CS = VCC,
10 A
Power-down Current 2 VIN = GND or VCC (85°C) 1 "
(LFOSC disabled) « /CS = VCe
VIN = GND or VCC (105°C) 30 HA
Current Read Data / C=0.1VvVCC/0.9VCC 3 7 mA
Dual / Quad 1MHz3) lce3 DO = Open
Current Read Data / . C=0.1VvVCC/0.9VCC
Dual / Quad 50MHz? lcc3 DO = Open 12 20 mA
Current Read Data / C=0.1VCC/0.9VCC
Dual /Quad 104MHz?) ~ lec3 DO = Open 22 3 mA
Current Read Data / C=0.1VCC/0.9VCC
Dual /Quad 133MHz(?) lcc3 DO = Open 26 40 mA
Current Write Status
Register lccd /CS = VvCC 30 60 mA
Current Page Program lcc5 /CS = VCC 30 60 mA
Current Sector/Block B
Erase lcc6 /CS = VCC 30 60 mA
Current Chip Erase lcc7 /CS = VCC 30 60 mA
Input Low Voltage ViL -0.5 VCCx 0.3 Vv
Input High Voltage VIH VCC x 0.7 VCC+0.4 \
Output Low Voltage VoL lol = 100 pA 0.2 Vv
Output High Voltage VOH loh = -100 pA VCC-0.2 \Y

1.Typical values are measured at Ta=25°C, VCC=3.3V.
2.Tested on sample basis and specified through design and characterization data. TA=25°, VCC=3.3V.
3.Checker Board Pattern.
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11.5 AC Electrical Characteristics

11.5.1 AC Measurement Conditions

The table below describes the device’s AC measurement conditions.
Table 25: AC Measurement Conditions

SPEC
PARAMETER SYMBOL UNIT
MIN MAX
Load Capacitance CL 30 pF
Input Rise and Fall Times TR, TF 5 ns
Input Pulse Voltages VIN 0.1 VCC to 0.9 vCC \"
Input Timing Reference Voltages IN 0.3 VCC to 0.7 VCC \Y
Output Timing Reference Voltages Out 0.5 VCC to 0.5 VCC \Y

Note: Output Hi-Z is defined as the point where data out is no longer driven.

Input and Output
Input Levels Timing Reference Levels
0.9vCC
e, Gl el -- 0.5VCC
0.1VvVCC

Figure 110: AC Measurement I/O Waveform
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11.5.2 General Characteristics

The table below describes the device’s general AC characteristics.
Table 26: General Characteristics (3.3V Device)

SPEC
DESCRIPTION SYMBOL @ ALT UNIT
MIN TYP MAX
Write Register Time tw 10 15 ms
Page Program Time (256 B) tpp 0.5 3 ms
Sector Erase Time (4 kB) tSE(l) 45 400 ms
Block Erase Time (32 kB) teE1 120 1600 ms
Block Erase Time (64 kB) tBE2 150 2000 ms
Chip Erase Time (128Mb/64Mb) tce 40/20  200/100 s

"Max Value tgg with <50 K cycles is 200 ms and >50 K and <100 K cycles is 400 ms.

11.5.3 SPI Interface Characteristics

The table below describes the characteristics of the device’s SPI interface.
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Table 27: SPI Device Characteristics (3.3V Device)

DESCRIPTION SYMBOL | ALT SPEC UNIT
MIN TYP MAX

SPI Clock frequency for STR instructions (3.0V-3.6V) FR fco | D.C 133 MHz
SPI Clock frequency for STR instructions (2.7V-3.0V) FR fco | D.C 104 MHz
SPI Clock frequency for DTR instructions FR fc1 | D.C. 66 MHz
SPI Clock frequency for Read data instructions (03h) fR fco | D.C. 50 MHz
Clock High, Low Time 45%
for all instructions except for Read Data (03h) te, tout PC ns
Clock High, Low Time 45%
for Read Data (03h) instructions temus, teru PC ns
Clock Rise Time peak to peak tcLen® 0.1 V/ns
Clock Fall Time peak to peak tcHeL® 0.1 V/ns
CS# Active Setup Time relative to CLK tsLcH tcss 3 ns
CS# Not Active Hold Time relative to CLK tCHsL 3 ns
Data In Setup Time tDVCH tbsu 1 ns
Data In Hold Time tCHDX tDH 2 ns
CS# Active Hold Time relative to CLK tCHSH 3 ns
CS# Not Active Setup Time relative to CLK tSHCH 3 ns
CS#t Deselect Time (following Read) tSHsL1 tcsH | 10 ns
CS# Deselect Time (following Erase or Program or Write) tSHsL2 tcsH | 50 ns
Output Disable Time tsHaz® tois 7 ns
Clock Low to Output Valid tcav tv 6 ns
Output Hold Time tcLax tHo | 1.5 ns
HOLD# Active Setup Time relative to CLK tHLCH 5 ns
HOLD# Active Hold Time relative to CLK tCHHH 5 ns
HOLD# Not Active Setup Time relative to CLK tHHCH 5 ns
HOLD# Not Active Hold Time relative to CLK tCHHL 5 ns
HOLD# to Output Low-Z tHHax? tLz 7 ns
HOLD# to Output High-Z tHLaz®? tHz 12 ns
Write Protect Setup Time Before CS# Low twHsL® 20 ns
Write Protect Hold Time After CS# High tsHwi® 100 ns
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CS# High to Power-down Mode top? 3 s
CS# High to Standby Mode without ID Read tres1(? 15 Hs
CS# High to Standby Mode with ID Read tres2(? 1.8 us
CS# High to next Instruction after Suspend tsust 20 s
CS# High to next Instruction after Reset trsT? 35 ks
RSTI# / RSTIN# pin Low period to reset the device tReseT(?) 1 Hs
Notes:

Clock high + Clock low must be less than or equal to 45%Pc. Pc=1/fc(may)-

2. Value guaranteed by design and/or characterization, not 100% tested in
production.

3. Only applicable as a constraint for a Write Status Register instruction when
SRP[1:0]=(0,1).

4. ltis possible to reset the device with a shorter tgreget (as short as a few hundred
ns); a 1 us minimum is recommended to ensure reliable operation.

5. Tested on a sample basis and specified through design and characterization data.
Tp=25°, VCC=3.3V, 25% driver strength.

6. 4-Byte Address alignment for Quad/QPI Read, start address from A[1:0]=(0,0).

Ics N4
tCLH
S S S g W e W e N e
<—»— tCLQV <+ tCLQV tCLL <—»— tSHQZ
0 tCLQX > —t tCLQX > —|=t .
output ————— MSB OUT XX X__tsBour >

Figure 111: Serial Output Timing

/CS /<«— tSHSL q;
tCHSH —m| tSHCH

tDVCH tCHDX tCLCH - tCHCL
10 i E 1
input MSB IN )E >< 1 X LSB IN X

Figure 112: Serial Input Timing
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Ics \

ACHHL et HLCH - tHHCH
CLK ;’ AN \
ICHHH —
N /
HOLD \ /
- tHLGZ - tHHQX

10

output X K X

in||?ut X X :X

Figure 113: HOLD Timing

Ics T { AY
WHSL— t— tSHWL

WP / \
ew U, TUuuutL
1o

input X X X

Write Status Register is allowed Write Status Register is not allowed

Figure 114: WP Timing
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12. ORDERING INFORMATION
12.1 Product Number Encoding

W 77Q 128) Vv F I S

Company Prefix
W = Winbond

Product Family
77Q = TrustME Secure Serial Flash
Memory

Product Number / Density
128) =128Mb

Supply Voltage
V=3.3V(2.7Vto 3.6V)

Package Type

S = 8-pin SOIC 208-mil

F =16-pin SOIC 300-mil

P =8-pad WSON 6x5-mm

B = 24-Ball TFBGA 8x6-mm (5x5-1 ball array)

Temperature Range
| = Industrial (-40°C to +85°C)
J = Industrial Plus (-40°C to +105°C)

Options

R: QE=0 programmable

Q: QE=1 fixed

S: QE=0 programmable, Dedicated reset pins
O: QE=1 fixed, Dedicated reset pins

Standard bulk shipments are in Tube (shape E).
Specify an alternative packing method, such as Tape and Rell (shape T), or Tray (shape S) when placing orders.
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W 77Q  64) V SS I R

Company Prefix
W = Winbond

Product Family
77Q = TrustME Secure Serial Flash
Memory

Product Number / Density
64) = 64Mb

Supply Voltage
V=3.3V(2.7Vto3.6V)

Package Type

SS = 8-pin SOIC 208-mil

ZP = 8-pad WSON 6x5-mm

TB = 24-Ball TFBGA 8x6-mm (5x5-1 ball array)

Temperature Range
| = Industrial (-40°C to +85°C)
J = Industrial Plus (-40°C to +105°C)

Options

R: QE=0 programmable

Q: QE=1 fixed

S: QE=0 programmable, Dedicated reset pins
O: QE=1 fixed, Dedicated reset pins

Standard bulk shipments are in Tube (shape E).
Specify an alternative packing method, such as Tape and Rell (shape T), or Tray (shape S) when placing orders.
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12.2 Valid Part Numbers and Top Side Marking

The following tables provide valid part numbers for the W77Q Secure Serial NOR
Flash Memory. Contact Winbond for specific availability by density and package type
and for other available options.

Winbond W77Q Secure Serial NOR Flash memories use the full part number for
ordering. However, due to limited space, the top side marking on all packages is
abbreviated as listed in the following table.

Table 28: Valid Part Numbers and Top Side Marking

W77QDS0300 Rev. A8
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TFBGA24 8x6
5x5-1 Ball Array

W77Q64JVTBIS

PACKAGE DENSITY PART NUMBER TOP SIDE MARKING

W77Q64JVSSIR 77Q64JVSSIR
64Mb

W77Q64JVSSIQ 77Q64JVSSIQ

SOIC8 208-mil

W77Q128JVSIR 77Q128JVSIR
128Mb

W77Q128IVSIQ 77Q128JVSIQ

W77Q64JVZPIR 77Q64JVZPIR
64Mb

W77Q64JVZPIQ 77Q64JVZPIQ

WSONS8 6x5

W77Q128JVPIR 77Q128JVPIR
128Mb

W77Q128JVPIQ 77Q128JVPIQ

W77Q128JVBIS 77Q128JVBIS

W77Q128JVBIO 77Q128JVBIO
128Mb

W77Q128JVBIS 77Q128JVBJS

W77Q128JVBJO 77Q128JVBIO

77Q64JVTBIS

W77Q64JVTBIO 77Q64JVTBIO
64Mb

W77Q64JVTBIS 77Q64JVTBIS

W77Q64JVTBIO 77Q64JVTBIO
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Preliminary Designation

The “Preliminary” designation on a Winbond datasheet indicates that the product is not fully characterized. The
specifications are subject to change and are not guaranteed. Winbond or an authorized sales representative should be
consulted for current information before using this product.

Trademarks

Winbond, SpiFlash, SpiStack and TrustME are trademarks of Winbond Electronics Corporation.
All other marks are the property of their respective owner.

Important Notice

Winbond products are not designed, intended, authorized or warranted for use as components in systems or equipment
intended for surgical implantation, atomic energy control instruments, airplane or spaceship instruments, transportation
instruments, traffic signal instruments, combustion control instruments, or for other applications intended to support or
sustain life. Furthermore, Winbond products are not intended for applications wherein failure of Winbond products could
result or lead to a situation wherein personal injury, death or severe property or environmental damage could occur.
Winbond customers using or selling these products for use in such applications do so at their own risk and agree to fully
indemnify Winbond for any damages resulting from such improper use or sales.

Information in this document is provided solely in connection with Winbond products. Winbond reserves the right
to make changes, corrections, modifications or improvements to this document and the products and services
described herein at any time, without notice.

Flease note that all data and specifications are subject to change without notice.
All the trademarks of products and companies mentioned in this datasheet belong to their respective owners.
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